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B naHHOM PykoBOACTBe onucaHbl npaBuia pa6oTbl C NPporpamMMoi, ee OCHOBHbIe
(pYHKLMN, NOPAAOK YCTAHOBKU U HACTpoukHu. Nepea TeM KaKk COBEPLUMTb CBOHO
nepByl0 cAesnKy, NoXKanynucra, NnpouyntanTe BHUMaTesibHO PyKoBOACTBO

no sKcnJyaTaumMm, 3To NoOMoXkeT BaM nsbexarb BO3MOXKHbIX OLINGOK.

1.1 O6uwme cBeaeHus

Pabouee mecto QUIK aBASETCA OCHOBHbIM MOJ/Ib30BaTENIbCKUM MPUSTOXEHMEM MPOrPaMMHOro
KoMMaeKca, NpeoCTaBnsoWwmMM 4OCTYN K TOpraM U pbIHOYHOM MHbOopMaumn yepes MHTepHeT
B peXuMe peanbHOro BpeMeHn (MHTEpPHET-TPENaNHr).

1.1.1 OcHoOBHble (byHKLUMU

MonyyeHne nHdbopmayum

OaHa 13 OCHOBHbIX BO3MOXHOCTEN — oTobpakeHne 6mMpxxeBoi nHpopMaunm B pexmnme,
MaKCUMasbHO NpUBINXEHHOM K peasibHOMY BpeMeHu. Pabouee mecto QUIK nossonser HabnwaaTtb
3a TEKYWHNM COCTOAHMNEM pPblHKA, BKJ1HOYasa KOTUPOBKWM BTOPOIro ypoBHA (oulepep,b 3a4BOK, UM TaK
Ha3blBAEMbI «CTaKaH» KOTUPOBOK), TaK N UCTOPUIO COBEPLUEHHbIX CAENOK. A TakxXe nonydyaTtb
HOBOCTU OT MHMOPMALMOHHbBIX areHTCTB N 06bMeHnBaTbCcs coobuweHnsamMm ¢ 6pokepom.

Mpadukn n nHAMKaTopbI

JnHaMmumka xona TOproe Harns4Ho npeacrasneHa Ha rpadukax. Npadpukn B QUIK MoxHO
BbICTpanBaTtb Mo /t060My pbIHOYHOMY MapaMeTpy, C UCMONb30BaHMEM MHCTPYMEHTOB TEXHNYECKOro
aHanmsa u otobpaxxeHneMm UcTopum Topros. B npunoxeHnn peanmsoBaHo cebiwe 30 NHANKATOPOB
TEXHMYECKOro aHanmsa, NMMHUK, yrabl n ayrn ®ruboHayuum, a TakxKe pMcoBaHue TPeHAOBbIX,
rOPU30HTaNbHbIX U BEPTUKANbHbIX IMHUIA, rpadUUecKnx n TEKCTOBbIX METOK.

CoBeplueHMe caenok

Pabouee mecto QUIK no3ssonseT BUAETb COCTOSAHUSA COBCTBEHHbIX CPEACTB KNMeHTa, popMuMpoBaTh
3a8BKM Ha NOKYMKY/NpoAaxy WHCTPYMEHTOB M NepeaasaTb UX Ha cepeep 6pokepa.
Moaaep>xxnBaeTcs NporpaMMHbIN BBOA 3a89BOK CPeACTBaMN BCTPOEHHbIX S3blKOB
nporpaMMmpoBaHuns 1 BBOJA 3asBOK C rpaduka.

CraHgapTHbIn dyHKUMoHan Paboyero mecta QUIK no3BonseT HaCcTpoOMTb TakK Ha3biBAEMbI
«CKaNbMepcKkuin ctakaH» (BM4 OKHa KOTUPOBOK), MO3BOJISAOLWMA MPU NOMOLM KHOMOK Ha NaHenm
oCyLwecTBAsATb 6bICTPbIN BBOA 3a8BOK, B TOM 4uMC/ie C MOMOLLbIO TexHonormm drag-and-drop.

DKCNOPT U UMMNOPT AAHHbIX

BcTpoeHHble cpeacTBa 3KCMopTa AaHHbIX NO3BONSAKT UCNOAb30BaTh MOSTYYEHHYO VIHCDOpMaLLI/II-O
B ApPyrnx nporpamMmmax — cobcTBeHHbIX 6a3ax gaHHbIX MOMb30BaTeNs U CUCTEMax TexX. aHanusa.
B0O3MOXeH 3KCMopT AaHHbIX HE TOJIbKO MO CAesIKaM, HO U Mo nobbiM napaMeTpam TOpFOBOﬁ
ceccun. BbiBOA AaHHbIX MOXET OCYLLEeCTBNATLCA KaK «TUKaMu» (T.e. No Kaxzaow c,qenKe), TaK
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N «cBeYykaMm» (AaHHbIMU NO MHTEpBany BpeMeHun). dkcnopT B MS Excel n 6a3bl gaHHbIX
ocyuwecrtensercs yepe3 DDE nn6o ODBC mn3 6onbwinHcTBa Tabnuy, nporpaMmmsbl, Bkatoyas OKHO
KOTMPOBOK («CTaKaH»).

MmnopT TpaH3akumin npeacrtasnaeTt cobori BO3MOXHOCTb NOAKIIOYEHMS BHELWHUX NpOrpamMm ass
aBToMaTusaumm GopMmMpoBaHMSa M BBOAA 3asiBOK B TOProBYlO CUCTeMY. MIMMOPT OCyLlecTBaseTcs
nocpeacTBoM obMeHa AaHHbIMW Yepes TeKCToBble (annbl nan yepes API.

1.1.2 Kak yCcTpoeH MHTepHeT-TpenauHr?

LleHTpanbHbIM 3BeHOM cucTeMbl aBnseTcs cepsep QUIK. Cepsep noaknoyeH K TOProBbIM
cuctemaM BUpx yepes cneumanbHble «LW3bl», nepejanlumne cepsepy MHGOpMaLUmio 0 Toprax
n cpeacrteax 6pokepa Ha 6upxe, U NpMHMMalOLWKMe NopyyeHns Ha NoKynky/npoaaxy. Cepsep
ocywectsnset c6op MHPOpMaLMmM C TOProBbIX CUCTEM U ee TPAHCASALMI0 BCEM aKTUBHbIM
(NOAKNIOYEHHBIM) KNMEHTaM C MMHUMasibHO BO3MOXHOW 3a[lePXXKON.

q

”\lg e

Cepeep QUIK

Kﬂueﬁm

AdmuHucmpamop Knuenm

AOMWUHUCTPATOP CUCTEMbI PErNCTPUPYET NMoNb30BaTeNel, yCTaHaBNMBaAET AN HUX NpaBa
Ha Mosb30BaHMe MHGOpMaLnen, a TaKXe onpeaensaeT MMMUTbI CPEeACTB KMEHTa, B Npeaenax
KOTOPbIX OH MOXET COBEpLIATb CAENKMW.

Monb3oBaTenb CUCTEMbI Nony4daeT 6MpxeByto MHMDOPMaLMIO 0 Xoae bMpXeBbiX TOProB, AO0CTYMHbIX
ONa TOProBnu CcpeacTBax U MOXET CaMOCTOATENIbHO YYacTBOBATb B TOprax, rnocbuias 3asaBKu
B TOProByl0 CUCTEMY HernocpeacTBeHHO ¢ Paboyero mecta QUIK.

CBs3b pabouero mecra nosb3oBaTeNsi C CEPBEPOM CUCTEMbI OCYLLECTBASETCS Yepes ceTb
NHTepHeT, npoTokon ceasn — TCP/IP. Bcs MHGOpMaUmMsa mexay CepBepoM U KIIMEHTOM nepenaeTcs
B 3aWwmndpoBaHHOM Buae. Bo nsbexaHne HeCaHKLMOHMPOBAHHOIO AOCTYNa UCMONb3yeTCcs naposib.

1.2 TpeboBaHusa kK o6opyaoBaHuio

Tabnuuy TpeboBaHuin K 060pyA0BaHNIO N MPOrpaMMHOMY ob6ecrneyeHno MOXHO NOCMOTPETb
Ha oduMuUManbHOM
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1.

1.

3 YcTtaHOBKa nporpamMmbl

Monyuunte anctpmbyTtne Pabouero mecta QUIK. Kak npaBmio, OH COAEPXUT HAaCTPONKKU ANS
paboTbl ¢ onpegeneHHbiM cepeepoM QUIK, noaTtoMy aonxeH 6biTb MNOSyyYeH HEMOCPEACTBEHHO
OT opraHusaumm, obcnyxmsatowen cepsep (bpokepa nnbo 6mpxn).

3anyctuTte ncnosHsaembin dann auctpubyTtmea n cnegymTe MHCTPYKUMSM NpPOrpaMmsl
yCTaHOBKMW. 10 OKOHYaHMKM yCTaHOBKK co3aacTtcs nanka QUIK B meHto Windows:
Myck/MporpaMmeil.

Onsa HapeXHoM B3aMMHOM naeHTUUKaLmMm cepBepHoOM 4yacTu nporpaMMmHoro komnnekca QUIK
N KNIMEHTCKOM YacTu nofnb3oBaTtens, a Takxke 415 3awmtel nHbopMaumm, nepegasaeMon no
KaHanam CBA3M, NCMNOoMb3yeTcs KpunTorpadunyeckas 3awmrta nHdopmaunm. JonoaHUTENbHO
AN NOANMUCKY TpaH3aKUMIA MOXET MCMNO/b30BaTbCA 3/IEKTPOHHasA umdposas noanuceb (3LM),

a Takxe MexaHm3M aAByxdakKTopHOM ayTeHTudukaummn. Cpeacrea 3alunTbl HaCTpanBarTCs
nonb3oBatenem B Pabouem mecte QUIK.

Ecnn Baw 6pokep npenoctaBun OTAENbHYO MHCTPYKLUMIO MO HAaCTPOMKe ayTeHTUdUKaLnm
n DUM, BbiNONHUTE ee. Ecnu Takas MHCTPYKUUS He npefocTaBieHa, nonyymte y Bawero
6pokepa MHdopMaumo, HeobxoanMyo AN HacTpolikn B Pabouem mecte QUIK MexaHu3MoB
ayTeHTudukaumm 1 3UM. JaHHaa nHdopMauna A0KHa BKAOYaTb B cebs OTBETbI Ha Takune
BOMpPOChI KakK:

KakmMm cnocobom byaeT npomcxoanTtb ayTeHTUdUKauns Ha cepeepe QUIK, kakoi
KpunTonpoBanaep 6yaeTt npu 3TOM MCMNONb30BATbLCA;

6yneT nu ncnonb3osaTbcsa UM, ¢ NOMOLWbBID Kakoro KpunTonposanaepa.

BbInonHMTE HAacTpokn ayTeHTUdDMKALUMK M KpunTorpadmuyeckon 3alnTbl nHpopMmaumm.

[Onsa aToro ycraHoBuTe nnu BbibepuTe N3 cnnucka yCTaHOB/IEHHbIX KPpUNTONPOBanAep, KOTOPbIN
ncnonbsyetcs Bawmm 6pokepoM, 1 BbINOSHUTE ero HacTpolky. B cucteme QUIK
noaaepXxmneaetcsa paborta co cneayrwmMMmM Kpuntonposangepamu:

qrypto32 - 6a30BbIl MEXaHM3M ayTeHTUdMKaLmMm no TeEXHOA0rMn
«My6nnuHbIN/cekpeTHbIN» Koy, OnncaHne nNpoueaypbl reHepauun Kden goctyna
cM. B PykoBoacTee nosnb3oBatens [porpamMMbl AN CO34aHMS U yNpaBaeHUs Ko4vaMm
(KeyGen). lNMporpamMma nocrasnsieTcsa B coctaBe Anctpnbytunsa. OnmcaHue npouenypbl
HaCTPOMKM KKOYEN CM. B M.

MP - onucaHue cM. B M.

OpenSSL - onncaHue cM. B M.

Job6asneHue n Bbibop KpunTonpoBangepa ans wudposaHus n UM B Pabouem mecte QUIK

onuncaH B M.

Ona 3anycka Paboyero mecta QUIK ncnonb3yiite spnbik UHcpopMaLMOHHO-TOpProBas cucrema
QUIK (dann info.exe).
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1.4 [o6aBneHue mn Bbl6Op KpunNTonposanaepa

B HacTpoMkax Pa6bouero mecra QUIK

1.4.1 Pe>xuMm wndposaHuna

JaHHbIn pPEXNM NCNOJIb3YETCA AN pa6OTbI Nno 3alMueHHOMY KaHany CBA3UN KJIMEHT—CEPBEP.

1. 3anyctute Pabouee mecto QUIK. B oCHOBHOM MeH0 BbibepuTe NyHKT Cucrema /
HacTpoiikn / OCHOBHbIE€ HAaCTPOMKM...

2. B oTKpbIBLIEMCS OKHE Bbl6epuTe BKIaaky «lMporpamma / LUndpoBaHunes.

HacTpoiikn knueHTckoro mecta

=)- Mporpamma

- MaHenn MHCTpYMEHTOR
- Mony4eHne gaHHb

- CoxpaHeHne gaHHbIx

. Dainel HacTpoek

- 3AMEHA MHCTRYMEHTOE
- KoHTexkcTHoe MeHio

- IKCNOPT A3HHBIX

- bydep obumena

. IpndTe

- 3BYKN

- HoeocTu

- Toproensa
+- 3anskn

.- Hactpoiika cuetoB

- 3AKPBITE NOINLWIA

- KnmenTekmii noprdens
+ Kotupoeku
E---,ﬂ,eHEbKHEH E4MHNLE

+- CooBuyenna
- Okna

Cnpaeka

LWndpoeate ¢ nomowbsio CK3M:

Texywee coctoanne CK3M:

HacTpoiikn no ymondaHng:

Otmena

HaxXMunTe Ha KHOMNKY D «Wundposatb ¢ nomowbio CK3U».

OTkpoeTca okHO «Kpunto-npoBanaepbl». OKHO COAEPXUT CANUCOK YCTAaHOBEHHbIX

KPUNTOMpPOBaAEPOB, a TakXXe Habop KHOMOK A/s yNpaB/IEHUS UMU:

Kpunto-npoeaiigepe

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

Grppta32 [Qpto32]

£

SPI_Provider [MultiPurpose SEP)

OMMCaHHE KPHMTO-NPOEAFAERS

*

Brifipate

Hacrpowute

JofaEuTE HOBRIF

Yaanime

Coznare ko

YeTaHoEuTE CERTHRUEAT

Jakpemh

PykoBopacTBo nonb3oBatens QUIK
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3. [na pobaBneHuss HOBOro KpMNTonpoBakgepa HaXXMUTE Ha KHOMNKY «/106aBnTb HOBbIN».
Mpn Ha)xaTuUM Ha KHOMKY OTKPbIBAETCS OKHO C/leaytowero snaa:

[JoBasnenne kpunTo-nposaigepa *

HazeaHue OnucaHue
|DpenSSL_F'rovidel | |DpenSSL_F'rovidel |

& 21N MCNOAHASMOrD MOgYNa
|D:\Front_1 4Open$SL_Fr.di |

9P alin HACTPORK. KPUMTO-NPOBaKgeEpa
|D:\Front_1 4OpenSSL_Prini |EE

HobaeuTe OTreHa

B okHe «[lobaBneHune KpmnTo-npOBaVl,qepa» 3anosiHnTe cnegyrume nonsa:

«®Dann NCNoNHAEMOro Moayna» — nyTb K danny 6ubnmnotekn wmndpoBaHus. Ecin
dann ykasaH BepHo, nons «HasBaHue» n «OnucaHme» 3anosHATCS aBTOMaTUYECKMU.

«®ann HacTpoek KpunTonpoBanaepa» — NyTb K anay HacTpoek WndpoBaHuS.

[ns coxpaHeHus HacTpoek HaxmuTe «[1o6aBnUTb». YTO6bI 3aKpbiTb OKHO 6€3 coXxpaHeHus
HacTpoek, HaxmuTe «OTMeHa».

4. [obaBneHHbI KpunTonposanaep nosBASETCA B CMMUCKE YCTAHOBIEHHbIX KPUNTONpPOBanaepos:

Kpunro-npeeaiigeps x

CrMEOoK YCTAHOBNEHHES KPUMTO-MPOBANIEPOE

MultiPurpose_SSPI_Provider [MultiPurpose SSPI_F
u] L Pravider [0 L Praovidar
Otypte32 [Qryptod2) ST

JofaEnTe HoBEIN

Ypanure

CosgaTe KAy

Y CTAHOBMTE CEPTURMEAT

< > Zakpeme

OnMcaHWe kpUMTa-NpOBAKaEpa

5. BblAenuTe HYXHbIA KpUNTONPOBaAEp M HAXMUTE KHOMKY «BbibpaTbs.

1.4.2 Pexxum OLN
[aHHbIN pexum ncnonblyetcs ansg paboTbl € ncnonb3oBaHmem L.
1. 3anyctute Pabouee mecto QUIK. B oCHOBHOM MeHI0 BbibepuTe NyHKT Cucrema /

HacTpoitikn / OCHOBHbIE€ HAaCTPOMKM...
2. B oTkpbiBLIEMCSA OKHe BblibepuTe Bkiagky «Toproens / DLUM».
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HacTpolikn knueHTckoro mecta

[=)- Mporpardra
- [aHEM HHCTPYMEHTOE
- [onyyeHHE AaHHE:X
CDHP&HEHHE AaHHBE
- P afinel HaCTROEK,
- JatdEHa HHOTPYMEHTOE
- K.OHTEKCTHOE MeHD
-+ JKCMOPT GaHHEIX
- bypep ofimeHa
- TR
- JeykH
- I MeppoBaHUe

- HosocTi
=~ Toproena

[+ JanBkM

- HacTpalika cyetos
- JaKPEITHE NOSMLME
[ KAMeHTCKMiA nopTeens
[#- K.oTHPOB#KM
- [eHewHan eguHHLa
- 3N
[+~ Coofwerra
[#- OrHa
- T eprUHanEHER rogys F

Cnpaexa

[ Denare IUMN Ha CKIM:

Terywes cocToaHue CR3M:

| MultiPurpoze_SSPI_Provider

oK OTreHa

HaxxmMuTe Ha KHoMkKy D «[denatb DUIM Ha CK3U».

OTKpoeTcs OKHO «KpunTto-nposBangepbl». OKHO COAEPXUT CMUCOK YCTAaHOBJIEHHbIX
KpMNTONpOBanaepos, a Takxxe Habop KHOMOK AN ynpaBiaeHUs UMn:

Kpunto-npoeaiigepe

<

CrKCoK YoTAHOBNEHHEEX KPMITTO-NPOBaMIEpos

X

Brif
1 [MultiPurp: SR

Hacrpowre

JoSaEuTE HOBBIE

YaanTe

Coznare ko

YeTaHoEuTE CERTHRUEAT

> 3akpeme

CnMcaHHE KPHITO-NPOESRLERS

3. Ansa pobaBneHns HOBOro KpunTonpoBanaepa HaXxXMmUTe Ha KHOMKY «[106aBUTb HOBbIN».

Mpwn HaXkaTUM Ha KHOMKY OTKPbIBAeTCs OKHO Creaylowero Buaa:

HazeaHue

[JoBasnenne kpunTo-nposaigepa *

OnucaHue

| OpenSSL_Provider

| | OpenSSL_Provider |

P 3l MCNOAHASMOrD MOIYA

| D:AFront_140penSSL_Prdll

P ain HACTPOEK KPHMTO-NPOBSMAGEPa

|D:\Frc-nt_1 4OpenSSL_Prini

Hobaeute Drena

PykoBoacTBo nonb3oBartensa QUIK
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B okHe «[lobaBneHune KpmnTo-npOBaVl,qepa» 3anosiHnTe cnegyroume nonsa:

«®Dans NCNOAHSAEMOro Mogynsa» — nyTb K danny 6ubnmnotekn wmndpoBaHus. Ecnm nyTb
N HanMeHoBaHMe danna ykasaHbl BepHo, nons «HassaHne» n «OnncaHme»
3anosIHATCS aBTOMATUYECKMU.

«®ann HacTpoeK KpunTonpoBangepa» — NyTb K danny HacTpoek wnudpoBaHms.

[Ons coxpaHeHUdA HacTpPOeK HaXMuTe «[]o6aBuTb». YTObDI 3aKpblTb OKHO bes COXpaHeHUA
HacTpoek, HaxMmnTe «OTMeHa».

4. [lob6aBneHHblli KpUNTONpoBamaep NosiBASETCS B CNMCKE YCTAaHOBNEHHbIX KPpMNTONPOBanaepos:

Kpwunro-npeeaigeps *

Cnucok YeTaHOBNEHHEL KPHMTO-NPOEali epoE
MultiPurpose _SSPI_Provider [MultiPurpose SSP1_F

1] L Provider [0 L_Provider

Hactpours
JoBaEKTE HoBEIN

Ypanure

Cozgate Koy

Y CTAHOBMTE CEPTHUERMKAT

< > 3akpems

OnMcaHue kpUMTo-NpoBaRaEpa

5. BblgenuTe HyXHbllA KpUNTOMPOBAMAEP M HAaXMUTE KHOMKY «BbibpaTb».

1.5 Hacrtpoika wundppoBaHma cpeacTtBaMm
6unbnunorexkm qrypto32

Mocne reHepaummn Ny6ANYHOIO N CEKPETHOMO K/OYEN NO MHCTPYKLUMK, ONMUCaAHHOW B PykoBoacTBe
nonb3osatens lNMporpaMmbl Ans co3gaHus v ynpasneHus knodamm (KeyGen), nonyuure

oT 6poKepa noaTBEpPXAEHME perncrpaumm nybamyHoro Kaya n HacTporTe Kpuntonposangep

B PaboueM MecTe QUIK cnegyowmm obpasom.

B okHe «KpunTto-npoBanaepbl» Bblaenute Kpuntonposanaep qrypto32n HaXKMnTe Ha KHOMKY
«HacTpouTb».

KpunTo-npoeaigepel *

CrMcok YoTaHOENEHHE KPMMTO-NPOBSHAEp0E

MultPurpose_SSPI_Provider [MuliPurpose_S5PI_F
enSL rovid OpenSSL_Provider |

BriSpate

Hacrpoute

JofaEWTE HOBEI

Hoanure

CozaaTe kaay

YeTaHoeTs CEQTHRHE ST

< > JakpeTh

ORMCaHKE KpKMTo-NPpoBakleEpa

PykoBopacTBo nonb3oBatens QUIK 8
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B OTKpPbIBLIEMCS OKHE YKaXWUTe MyTU K NyBIMYHOMY N CEKPETHOMY KIlHOUaAM:

Tekywne HacTpeikm *

Wenonk syemelit afin HacTpoek,

| Dv:AFromt_1hgrppto.cfg |

TP 2l ¢ NYGSAHYHEIMH KARKYSHM
|.\Ke_l,l\pubring.t:-:k |

Paiinc CEEPETHEIMK E M43

| Meyheecring. k. |

CoxpaHuTe OTtras

Mcnonb3yeMbiit haiin HacTpoek 6yaet BbibpaH aBTOMaTU4eCKHU.

HacTpolika 3aBepliaeTcs HaXaTMeM Ha KHonKy «COXpaHUTb».

1.6 Hacrpounka wncgpposaHusa m UM cpeacreamm
6unbnunorekn MP

1.6.1 HacTtpoiiku npoBaigepa

B okHe «KpunTto-npoBanaepbl» Bblaenute Kkpuntonposanaep MP 1 HaXXMUTE Ha KHOMKY

«HacTpontb».
KpunTo-npoeaigepel >
CruMcak YoTaHOENEHHE KPMITO-NPOBSHAEP0E it
EISpaTE
MuliPurpose_5 S Pl Provider [MUlPur: E
OpenSSL_Provider [OpenSSL_Provide
Gmpto32 [Dnpta32] | Hactponte
JofaEWTE HOBEI
Hoanure
CozaaTe Koy
YCTaHOBITE CEpTUdpMIEaT
< > JakpeTh
DnmcaHWe Kp9nTo-NpoBaiiepa

OTKpbIBLIEECA OKHO MpeaHa3HauyeHo Ans Bbi6opa cxeMbl ayTeHTUDUKAUNKN, @ TaKxKe ANns
NpPoCMOoTpa U peaakTMPOBaHUA HAaCTPOEK KPUNTO-NpoBanaepa ANs PpeXnMoB WwndpoBaHusa n SLM:

PykoBopacTBo nonb3oBatens QUIK 9
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Hactpoiikn npoeaiigepa X
AyTeHTUDNKELAR
10 MMEHW 1 MEPOMI0 v
LUndposaHie
CepHiHEIR HOMED:
WzaaTens cepTHdMKaTa:
Brnagenew, cepTndukaTa:
Mepion ARACTEMA CEPTUdMKATa:

MapaMeTpel NPOBEPKK CEPTUBMKETE

NokanbHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHMKAT Ha OT36IE: Bhikn,

HacTpouTe
3un
CepHitHEIR HOMED:
WsaaTens cepTudmkaTa:
Bnapenel, cepTudmraTa:

Mepuoa AEACTEMA CEpTHdMKETA:

MapaMeTpel NpoBepiu cepTUdMKaTa

NokansHoe xpaHunawe MK: Brikn,
MpoBEpATE CEPTHAMKAT Ha OT36IE: Brikn,

HacTpouTe

B BbinagatowieM cnucke «AyteHTudukaums» Bblbepute cxemy ayTeHTUdUKaLmm:

«onpeaensieTca ceppepom» — cxema ayteHTUdurKaumm, HacTpoeHHas Ha cepeepe

Nno yMON4aHuIo;

«no cepTudunKaTy nonb3oBaTensa» — CXeMa ayTeHTuduKaummn no ceptudmkaTty nosb3oBaTens.
Ona paboTbl N0 faHHOM cxeMe ayTeHTudukKaumm HeobxoanMo co3gaTb KOUM N YCTAHOBUTb
ceptudukaT wndposaHus (cMm. . , );

«B AOMEHE N0 MUMEHW U NApPOJIO» — CXEMA ayTEHTUDMKALUUN MO AOMEHHOMY MMEHU N Maponio;
«MO0 MMEHU N NApPOID» — CXeMa ayTeHTUdMKaumm no MeHn u naponto. Cxema coBMecTnma

C nobon 13 UCNoNb3yeMbIX Ha CepBepe CXeM ayTeHTUdUuKauuu.

Ana pa6oTbl B pexxumax wudposaHua n LM MoxkeT MCNONb30BaTbCA KaK OAMH,
Tak U pa3Hble cepTudukartbl. MapameTpbl KpunTonpoBaaepa ana paborbl
B pexxuMme wndpoBaHua u B perxkume JLIMN HacTpanBaroTCca OTAE/IbHO U HE3aBUCUMO

ApYr OT Apyra.

B cnyyae Mcnonb3oBaHMA ayTeHTUdMKALNK MO cepTUdMKaTy Nosb3oBaTens», Heob6xoanmo
yKasaTb K/104YeBON KOHTelHep ansa wudposaHua u / nnm 3UNM, Haxae Ha KHOMKY «HacTpouTb».
Bbi6op K0YEBOro KOHTEMHEpPa OCYLLECTBASETCA OAHUM U3 CrieayoLWwmnx cnocobos:

«®ain ceptndukaTa» — ykasaTtb pann ceptudmkaTa, CBA3aHHOMO C K/IOYEBbIM KOHTEMHEPOM.

PykoBopacTBo nonb3oBatens QUIK 10
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Knrou n cepridukar wingposaHna X

(®) daiin cepTudmkaTa

| DeyQUIK certsicert_1.cer Brifpats

() ew cepridmrara

() Kniovesoli koHTefHep

[WenonssosaTe nokankHoe XpaHuaMwLe MK

[CINposepaTs cepTdMKaT Ha oT36IB

Cancel

«Xelw cepTudurkaTa» — ykasaTb Xew cepTudurkaTa, CBA3aHHOIO C K/OYEBLIM KOHTEAHEPOM:

r 1
BesonacHooTe Windows ﬁ

Bribop cepTudmkaTa

Metpos Metp MNeTpoBKy
Wsparens: VBer Test CA
HeiictemTener c: 08.05.2014 no 27.1...

i[lpocmoTpeTs cBOMCTER CEpTHdMK, .

‘l
A

‘ F‘T_\I
)

Cuaopos Backamia AHApee..
WMsparens: VBer Test CA
OeiicremTener ¢ 15.05.2014 no 27.1...

T~
A

Backabes Anapei CA0POE..
WMsparens: VBer Test CA
OeiicremTener ¢ 15.05.2014 no 27.1...

| —
=
F;I

[ OK ] | OtmeHa

«KnoyeBol KOHTEMHEP» — BblOpaTb K/IIOYEBOW KOHTEMNHEP.

Takxe B agnanore «Knwo4d n ceptndukat wundpoBanms / SLM» MOXHO yKasaTb cneayrouime
HaCTPOMKMU:

«/cnonb3oBaTb NokanbHoe xpaHunuuie MNK» — npu yCTaHOB/IEHHOM MpPU3HaKe KoY HaxoauTcs
B JTOKa/IbHOM XpaHW/MLLE KOMMbIOTEPA, NHAYe — B XpaHUINLLE TEKYLLErO MNoJjib3oBaTens.
«MpoBepka cepTudurKaTa No CNUCKY OT3bIBa» — NpU YCTaHOBNEHHOM MNpPU3HaKe NPOU3BOANTCS
npoBepka cepTudmKaTa KpMNTO-NpoBakAepoM MO CNMUCKY OT3bliBa CEPTUDMKATOB.

HacTpoika 3aBepluaeTcs HaxaTneM Ha KHomnky «OK».

1.6.2 NeHepauusa kKNO4YEBOW Napbl U 3anNpoca Ha cepTudukar

Ona paboTbl C cepBepoM yepes KaHas, 3awmaemMbln NocpeacTsoM nposangepa MP, n/wnun ans
OTNpaBKM TPpaH3aKUKMN Ha cepBep C ncnoab3osaHuem DUIM ¢ nomowbio 6ubnnotekn MP
Heob6xo0aMMO:

1. Cos3paTb KU cepTudmKkara.

PykoBopacTBo nonb3oBatens QUIK 11
Paspen 1: NMNoaroroBka k pa6ore



2. MonyuynTb cepTudukar.

3. YcraHoBuUTb cepTudukat (nogpobHee cM. . ).

[nsa co3aaHusa Knodva B okHe «KpunTo-npoBaliaepbl» BblAENUTE HYXHbIA KpUNTO-NpoBanaep

KYPCOPOM M HaXMUTe KHOMNKY «Co34aTb KOY»,

Kpunto-npoeaigepe

CnMcoK YoTaHOENEHHEIX KPWITT 0-NpOESFLepoE

| Pravider [MultiPy
OpenS5L_Provider [DpenSSL_Provider]
Gypto3? [Qpto3Z]

x

Britpars
Hactpowre
HoGaEVTE HOBLIF

Yaane

LCozaare ko i

< >

CnMCaHWe kpUMTmo-NpoEaALEpa

HCTaHOBMTE CEpTHPMEET

SaKpETE

B OTKpbIBLIEMCS OKHE YKaXWUTe MECTO CO3[laHWNsA U XpPaHEHUs KITIoYEBOro KoHTeliHepa (B cny4ae
ncnonb3oBaHus JaCarta unu eToken TpebyeTcs npeaBapuTeNbHas YCTaHOBKA COOTBETCTBYOLLMNX

NpOrpaMMHbIX NPOAYKTOB):

Hocutene kakeyesoro KoHTelHER

YKEKMTE HOCUTENE KIIDHEE0rD KOHTERHEPA:
() JaCarta
(eToken
(®)MS CSP Key Storage
() Aipyroii (yKazaTe KpUNTO-NpoBaiinep)

Microsoft Base Cryptographic Provider v1.0

lanee OTmMeHa

«JaCarta» — 3aKpbITbIA K/KOY XpaHUTCA B HeEM3BriekaeMoln namaTtu (bpenok);
«eToken» — 3aKpbITbIf K/IOY XpPaHUTCSA B Hen3BrekaeMon namatun (6penok);

«MS CSP Key Storage» — ctaHgapTHbIN HOCUTENb KKOYEBOro KoHTelHepa. ObpabaTtbiBaeTcs

¢ nomouwbto Crypto API n CSP «Microsoft Strong Cryptographic Provider»;
«[Opyron (ykasaTb KpunTo-nposanaep)» — BbiI6Op Apyroro KpunTo-npoBanaepa.

HaxxMuTe KHoNKy «[anee» u yKaXute rnapameTpbl Co34aHUA Kto4eBom napbl U 3anpoca

Ha CepTVId)MKaT. MapameTpsl, obs3aTenbHblie ANs 3arno/IHEHUSA, MOMEYEHbDI «*»:

PykoBopacTBo nonb3oBatens QUIK
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CozgaHne KNFOUEBOI Napsl U 3aNpoca Ha CepTUduKaT X

MapaMeTpbl CO3AEHHA KNOHES0A Naps!

KpunTo-npoeaitgep: | Microsoft Strong Cryptographic Provider |

MMA knoyesoro koHTefdepa: | Container |

Twn rioHa: (Oofmes  ()Moanmcs (@) OBa sapuaHTa

AnuHa knkoua (BuT): 1024

MUHMMaNEHSA ONMHE: 384
MaxkoiManeHas AnuHa: 16384

MapaMeTpEl 3aNPoca Ha CepTHdUKAT
Bnagenew cepTudmkaTa

oAC: | MNeTpos WeaH Cepreesid

*Email: | petrov@gmail,com |
FOPraHuzaLna: | OAD WHeecT” |
TloapasaeneHue | MNEHOB0-SKOHOMWYECKMI OTARA |
“llomKHOCTE: | CreutanmcT |
*Mopoa: | Bepack |
*0finacTb: | HCo |
*CTpara: | R |
@aiin 3aNpoca Ha cepTHduKaT
| D:'Front_1\certrequest.pem | BribpaTe
TopMaT daina 3anpoca Ha cepTudMKaT
@prem  (ODER

Cancel

1. Ecnm nonb3oBaTtenb paHee co3aaBaJl K/loueBble napbl C MOMOLWbIO AAAHHOIO
uHTepdeica, u 3HaueHUss NapaMeTpPoB NponucaHbl B (paiisie HaCTpoekK, U ecsiun
KpunTo-npoBanaep cosnagaeT C KpUMNTo-nposanaepoM, BbiI6paHHbIM
noJsib3oBaTesieM Ha wWare 1, To Nnons Avanora aBToMaTUYECKU 3anoJIHAIOTCA
COOTBETCTBYHOLWMUMHU 3HAYEeHnAMU u3 dainna HacTpoek (kpome nons «Nma
KJIOYEBOIro KOHTeMHepa» ).

2. B none «CtpaHa>» BBOAUTCA ABYX6YKBEHHbIA KO CTPaHbl MO cTaHaapTty ISO
(«ru» - Poccuiickana denepauums).

[Nanee dann 3anpoca Ha cepTudmkaT Heobxoanmo nepenatb 6pokepy No 3apaHee OroBOPEHHOMY
KaHany CBA3W M NonyunTb oT 6pokepa dann ceptudumkaTa.

Ecnun 6pokep camocTosiTenbHO hopMMpyeT cepTuduKaT ANs KANeHTa, TO KIAUEHTY
NpeaoCcTaBNAaeTC KOHTEMHEP C CeKPEeTHbIM KtoyoM (daiin ¢ pacwmpermem * .pfx). KnveHT
AOJ/KEH YCTaHOBUTb NOoNy4YeHHbIn dann, cneays MHCTPYKLUMW MacTepa YCTAaHOBKM:

PykoBopacTBo nonb3oBatens QUIK 13
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- -
MacTep ¥MNopTa CepTHEWKATOE [é]

Macrep nmnoprta ceptiguKaToe

3TOT MACTEP NOMOMAET KONHPOBATE CEpTHMKATE,
CAHCKM AOBEPHA H CIMCKH OT3EIES CepTHAHKATOE ©
MOKANEHOMD ANCKS B XPaHHIMLE CEpPTHHHKATOE,

CepThdiaT, BEIAEHHEIN WEHTROM CEpTHHMEALMA,
AENAETCA NOATEEMASHHEN EAWEH MHUHOCTH M
COAEPHHT HHPOPMALUHKD, HEDBROAHMYHD ANA 3SWHTEI
ASHHEL MM YCTEHOBNEHHA 3AlLHILEHHEIX CETEELIX
MOAKAHIYEHHH, XPaHHAMWLE CEPTHDHIEITOE - 3TO
0BNacTE CHOTEMB, NPEAHASHAYEHHARA ANA XPEHEHHA
CEpTHIbMKATOE,

ANA NPOACAMEHMA HEMMHTE KHOMKY "flanee”,

< Hazan

CTMEHS

CepTndukaT TakxKe MOXHO Mony4unTb yepe3 web-nHTepdenc yaoCTOBEPSIOWEro LEeHTpa
(nogpobHee cM. ).

[Janee MOXHO nepexoauTb K yCTaHOBKe cepTudunkarta yepes ¢popmy (cM. m. ).

1.6.3 YcraHoBKa ceptudukara

B okHe «KpunTo-npoBaiigepbl» BblAEINTE HYXHbI KpUNTONPOBANAEP N HAXXMUTE Ha KHOMKY
«YCTaHOBUTb cepTudunkaT».

Kpunto-npoeaigepel *
CrMCok, YoTaHOBNEHHEIR KPUITO-NPOBaFHLEpoE e I
. = - . = bIfpaTE
MuliPurpoze SSPIL Pravider [MultiPurpose S5FP1 H B

OpenS5L_Provider [DpenSSL_Provider]
Qrypta32 [Qivpto32] Hactpours
SignalComtessagefndS5LPro [SignalCormMessage
J06EEMTE HOBRIA

Yoanure

Cosaare Koy

YeraHoeuTs CEQTHPHKAT

< > Jakpeme

ONMCaHWE KpUMTO-NpoBaigepa

B OTKpbIBLUEMCS OKHE YKaXuTe HOCUTENb KA4deBon napbl n dann ceptudmkaTa:

¥cTaHoeka cepTudmkarta X

HKa}KHTE HOCMTENE KIHYEEOMN napel
(OJaCata  OeToken (8 Standard Key Storage

HrkakHTe Pain cepTHPHKATS:

| D:MOUIE ca_test_cert.cer | Beipars

YeraHoeMTE OrraeHa
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[ns yCcTaHOBKM BbIGpaHHOro cepTuduKkaTa HaXXMUTE KHOMKY «YCTaHOBUTL» (B 3@aBUCMMOCTU
OT MCMOJIb3YEMOro HoCUTENs U cepTudmrKaTa cMCTEMa Ha AaHHOM Liare MoxeT rnotpeboBaTb
BBECTM Naposib).

1.7 Hacrtpoika wndpposanuua m dUIMN cpeacrBamm
6nbnmnorekn OpenSSL

1.7.1 HacTpoiikn npoBainaepa

B okHe «KpunTo-npoBangepbi» Bblaenmte kpuntonposangep OpenSSL 1 HaXXMUTE Ha KHOMKY
«HacTtpoutb>».

KpunTo-npoeaigeps X

Cricok YoTaHOENEHHEI KPMITO-NPOEalilepoE

Brifpate

I Hacrpoure

JoBaEHTE HOBEIA

Ypanume

Coznate ko

JCTAHOBMTE CEpTHDHIAT

< > 2akpbTh

O nHCaHKe KpWNTo-NpoBakHLepa

OTKpbIBLIEECS OKHO NpeAHa3HauyeHo Ans Bbi6opa cxeMbl ayTeHTUdUKAUNUN, BbiGopa cepTUdnKaTos
wudpoBaHusa 1 LM, a Takxe ANA NPOCMOTPa NapaMeTpoB Bbl6paHHbIX CEPTUdUKATOB:

Hacrpoiin >

AYTEHTHDHKELMA no cepTMMKETY NoNb30BaTENA w Bribpats
Bnaneney: Tech_Userg2
WMspaTens: arga.ru
CepuiHEIl HoMep: 00D5 FA18 C976 975F 82
Cpok nefcTBMs: c: 26.07.2017 no: 26.07.2018

3neKTPoHHO-LbPOEas NOAMMCE Brifpate
Bnanenew: Tech_User02
MzpaTens: arga.ru

CepuitHeli Homep:  00DS5 FA1S C976 975F 52
Cpok AeicTBuMA: o 20.07,.2017 no: 26,07.2018

MyTh K XPaHUMMLLY CEpTUDMKATOE

| certs\store.pem BribpaTb

MposepATE cepTHdMKAT cepeepa
MyTh K Manke KopHEBEIX cepTUdMKaToE

| certs\CA | BribpaTb

nWb K Nanke MUCKoE 0T 3BIE0E

| certs\CRL | BribpaTb
Otveria
PykoBopacTBo nonb3oBatens QUIK 15
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B BbiNajaloLLeM CNUCKe «AyTeHTUDUKALMS» BblI6EpUTE CXEMY ayTEHTUDUKALUN:

«onpenensieTca ceppepoM» — Cxema ayTeHTMduMKaumm, HaCcTpoOeHHas Ha cepBepe

Nno yMOs4aHuio;

«no cepTudunKaTty nonb3oBaTens» — Cxema ayTeHTudukaumm no ceptudmkaTy nosb3oBaTens.
Onsa paboTbl N0 A@aHHOM cxeMe ayTeHTUdUKaunm HeobxoamMMo co3aaTb 3anNpoc Ha cepTudukaT
N YCTaHOBUTbL ero (cM. . , );

«B [IOMEHE MO MMEHU N NAPOIO» — CXeMa ayTeHTUdUKaUNM N0 AOMEHHOMY MMEHN N NApOSIo;
«MNO UMEHU M NApO» — CXEMA ayTEHTUDUKALUM MO UMEHN N NAPONIO;

«BHYTPW AOMEHa» — CXeMa ayTeHTUdMKaunm Nno 4OMEHHOMY MMEHW MOJib30BaTenNs.

AOns pa6oTtbl B pexxumax wmndpoBanuua n LM moxker MCnosib30BaTbCA KakK OQWH,
TakK M pa3Hble cepTudukartbl. MapaMeTpbl KpunTonposaaepa ana paborbl
B pexxuMme wmndpposaHua n B perxxume DL HacTpanBaloTCcsl oTAE/IbHO U HE3aBUCUMO

Apyr ot apyra.

B cnyyae ncnonb3oBaHMA ayTeHTUdMKAUNK «NO cepTUdMKaATy Nonb3oBaTensa», HeobxoamMMo
€0o34aTb 3anpoc Ha cepTUdMKaT, HaXaB Ha KHOMKY «BbibpaTb» (nogpobHee cM. n. ). Ecnu
B CUCTEMEe YyCTaHOB/IEH CePTUPMKAT, TO MO HAXKATUIO HA KHOMKY «BblbpaTb» OTKPOETCs OKHO
Bblbopa cepTudukaTta. lNMocne Bbibopa cepTudmkata B pamke oTobpasaTcsa ero napameTpsbl.

Mo Ha)kaTUIO Ha CTpesiKy OTKPbIBAOTCA NapaMeTpbl HACTPOMKN CXeMbl ayTeHTUdMKALNM
«Mo cepTuUdmKaTy Nosb3oBaTeNs» AN YCTAaHOBKW NpuM3Haka NpoBepku cepTudmkaTa cepsepa,
a Takxe Ana Bblbopa NyTen K nankaMm co CNUCKaMKn OT3biBa M KOPHEBbLIMWU cepTudunkaTamu.

HacTpoika 3aBepluaeTcs HaxaTueM Ha KHomnky «OK».,

1.7.2 NeHepauuna 3anpoca Ha cepTucdpukar

Y1066l NoNyunTb OT 6pokepa dann ceptudmkaTa, Heob6Xo0AMMO MO 3apaHee OroBOPEHHOMY KaHany
CBSA3U nepeaaTtb eMy dann 3anpoca Ha ceptudumkaT, chopMmpoBaHHbI B Pabouem mMecte QUIK.

Onanor cosgaHus 3anpoca Ha cepTUdUKaT MOXHO OTKPbITb B HACTPOMKAX KJIMEHTCKOro MecTa
cneapywowmmm cnocobamum:

B OKHe «Kpunto-npoBanaepbi» Bblaenute kpuntonposanaep OpenSSL U HaXMUTE Ha KHOMKY
«Co3faaTb Kto4»;

Ha Bknaake «Toproensa / DUM» HaXMUTe Ha KHOMKY «3arpy3nTb». B OTKPbIBLLUEMCS OKHe
Ha>XMUTe «3anpoc».
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MapameTpsl, obsi3aTesnibHblEe ANns 3aMoJIHEHUSA, MOMEYEHbI «*»:

3anpoc Ha cepTgmkar *
Bnaneney
*TonHoE MMA: | WeaHos Bnagumup HuKonaeeuy
*Email: | ivanov02@test.com
HOpraHuzauan; | TESTINVEST

WMHH: |

TloapasneneHue: | Ctaen01

=[] OMAHOCT: | Cneupsanict
*Topoa: | Hosocubupok
*PeruoH: | HCO
*CTpaHa: | RU
LokymeHT: |
r
[ononHMTENBHBIE MapaMET Pkl
AnNropuTM RSA | OnuHa 2048 v
©alin 3aNpoca Ha CepTMdMKaT:
| certrequest.pem | Boifpath

E-mail bpokepa:

B none «CrpaHa>» BBOAMUTCA ABYX6YKBEHHbIA KOA CTpaHbl No ctTaHaapTy ISO.
Hanpumep, «ru» — Poccuiickaa degepauums.

1.7.3 YcraHoBKa ceptudumkara
CkonupynTe nony4yeHHbln oT 6pokepa cepTuduKaT B KOPHEBYIO AnpekToputo Pabouero mecrta
QUIK.

YcTaHoBKa cepTudmrkaTa BO3MOXHa ABYMSl Crocobamu:

1. B okHe «Kpunto-npoBanaepbl» Bblaenute kpuntornpoBangep OpenSSL v HaXXMUTE Ha KHOMKY
«YcTaHoBUTb cepTudmkaT». Boibepute dann ceptudmkaTa n HaxxMuTe «OTKPbITb>».
2. YcTaHoBKa cepTudukaTa Ha 3Tarne yCTaHOBKW CETEBOr0 COEANHEHUS:

3anycTute Pabouee mecto QUIK. Haxxmute ™2 ansa ycTtaHoOBKM coeanHeHns. OTKpoeTcs
OKHO BMAaa:

YCTaHOBKE CETEBOrC COEAMHEHMA e

D-TEST [182.161.26.12:15000] w

WHdpoEaTE gaHHER © NorMol e CE3A:

| OpenSSL_Provider |

Henonesosars HACTPORKK M3 daling:

Beoa OTrEHE LCrpaeka
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BbibepuTe dann HacTpoek B nose «Mcnonb3oBaTb HACTPOMKK N3 (ainna» u HaxmuTe
«BBog». MporpamMmma aBTOMaTMyeckn obHapyxuBaeT dann ceptndukaTa M BbIBOAUT
3anpoc Ha gobasrnieHne ero B XxpaHunnuwe. Haxmute «da».

JNoBasuTb HOBEIA cepTudmkaT

g Haigen Hoeeii ceptndmkar:

Bnagenew UserD1

Waparens: arga.ru

Cepwiinei Homep: 0003 FA18 C976 975F 8A
Cpok geiictema: ¢ 01.08.2017 no 01.08.2018

Xenaete gobasnTe ero B xpaHmanwe?

OTKpbIBaeTCHA 3anNpoC Ha 3alUMTy NPUBATHOro Kjto4da naponem. MNMpun HaxaTum
Ha KHonky «HeT» ceptudmkaT nobasnsercs 6e3 napons.

Bonpoc

e. XKenaeTe 33WMTUTE NPUEBATHEIA KNKOY Naponem?
Her

Ans BKAOYEHUS 3aWNTbl HaXMUTe «[la» n BBeaAUTE naposib.

Maponb Ao/mKeH coaepXaTb XOTs 6bl 04HY UMdPY, OAHY 3arnaBHYIO U OAHY CTPOYHYIO
6yKkBbl TaTUHCKOro andasuta. JjonyckaTcsa cuMBonbl « » (npoben) n «-» (gedunc).
OnunHa napons Aos)KHa COCTaBNsATb HE MeHee 8 CMMBOJIOB.

3anpoc napona bt
WMHbopMauma o cepTuduKaTe:

Bnanenew: Tech_User02

MzpaTens: arga.ru

CepuitHel Homep:  00DS FA18 C976 975F 82
Cpok geicTBMs: c: 26.07.2017 no: 26.07.2018

Mapons napone

Ommera

Bbibepute ceptudukat n Haxmute «OK».

[aHHbIn crnocob MCNOJIb3YETCA TaKXeE rnpun NJ1aHOBOW 3aMeHe CepTVICbVIKaTa.

1.8 Knrwoum 3anycka Pabouero mecrta QUIK

Mpu 3anycke Paboyero mecta QUIK n3 koMaHAHOM CTPOKM UCMOMNb3YIOTCS CNeaylowme Kaoum:

-clear - ouncTuTb cnyxebHble dannbl, KOTOpblEe coaepXaT Toproeble AaHHble (info.log (unn
curr_data.log B 3aBMCMMOCTK OT HAacTpoek TepMnHana), acnt.dat, alert.ik, alltrade.dat,
trades.dat, orders.dat). 310 no3BonsgeT yCKOpUTb 3arpy3Ky nNporpammsil.

-full-dump - B cnyyae Bo3HUKHOBeHUs owmnbku dopmmnpyetca DMP-dann, coaepkaluni
NosHY MHbOpMaLMio O NporpaMMe.
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-security-replace - nHcTtpymeHTbl B WND-(aine HacTpoek 3aMeHSItoTCS B COOTBETCTBUM
C npaBunammn, 3agaHHbiMK B (haline 3aMmeHbl.

dopmaT 3anycka:

info.exe -security-replace [<mumMa odalya C IpaBuilaMM 3aMEeHB> ]

Ecnu dainn 3amMeHbl He yKasaH, To ncnonb3dyetcsa gann replacements.txt, pacnonoxeHHbIn
B kaTanore ¢ Pabounm mectom QUIK.

®dopmaT darina 3amMeHsbl:

<Crapelt kOn KJjacca 1>,<CTapel KOI MHCTPyMeHTa 1>=<HoBEM KO kJjlacca 1>,<HoBell KOI

MHCTPpyMeHTa 1>

<Crapwt KO&I kJjlacca N>, <CTapbeli KOI MHCTpyMeHTa N>=<HoBHM KOI kJjlacca N>, <HOBEI KOI

MHCTpyMeHTa N>

3aMeHATCA creayolme napamMeTpbl:

Ko UHCTpyMeHTa;

KpaTkoe 1 nosiHoe HaMMeHOBaHWE NHCTPYMEHTA;
Kog knacca;

HanmeHoBaHMe Knacca.

ANna KOppPeKTHON 3aMeHbl MHCTPYMEHTOB B Tabnuue «/locka OonuuoHOB>» B KauecTBe
KoAa KJlacca csieayeT yka3sbiBaTb KOA KJlacca OMNuUMOHOB, a B KauecTBe 3aMeHAeMOoro
MHCTPYMEHTa — Kop 6a30BOro akTmea.

Ecnu ykasaHHbI B daline 3aMeHbl MHCTPYMEHT He HaldeH B CMpaBOYHUKE MHCTPYMEHTOB
Pabouero mecta QUIK, To onepaumnst 3aMeHbl HE BbINOHAETCS.

Mpumep danna:

SPBOPT, GZ10250BJ6=SPBOPT,GZ10250BL6
SPBFUT, S1Z6=SPBFUT, SiH7

Ana coxpaHeHua n3MeHeHHOoro cgaina HacTpoek Heo6xoAMMO UCNOIb30BaTh
¢yHKUMOHaN coxpaHeHna KoHpurypauum Pabouero mecta QUIK B WND-cdann
(cM. B n. 2.12 Pazaena 2 «OCHOBHbIE NPUHLMXMNbI paboTbl> ).
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1.9 Hacrtpoika napaMeTpoB coeAMHEeHUA

1. Mo yMonuyaHMIO NpeanaraerTcs TMN coeAuHeHUs, KOTopbiiA 6blJ1 UCNMOJIb30OBaH
npv npeabiaywem noaknoyeHun. Ecnm kakoe-1o coeguHeHune 6bis1o
OTpeaAaKTUpPOBaHO wiu Ao6aBneHo, TO NpPU o4YepeaHOM NOoAKJIIUYEHUM
OHO 6yaeT NpeasioXKeHOo Mo YMOJIYaHUIO.

2. PekoMeHAyeTCs HAaCTPOUTb OUEpPeAHOCTb 3anuceiM B CNUCKe coeAuHEeHUM
B nopsaake y6biBaHMS 4acTOTbl MCMOJIb3OBAaHUS COEAMHEHUH, NepeMeLllas

~ L

CTPOKM B CNMUCKE KHOMNMKaMM CO CTpeJikaMm n .

MpocMmoTp A0CTyNHBIX COEaMHEHNI *

FIHpopMaLnAa o coeguHEHWAX

OnucaHne coegmk IP-Anpec Mopt Knioy cepeepa A

KRISS 192.168.37.171 9200 QUIK_BROKER
KRISE 192.168.37.171 9300 QUIK_BROKER Oobaeuts
R
Pepaktuposatmne coegrHerna * R WamennTs
OnNUCaHne COBONHeHnA CeTtesoi agpec Mopt Kniou cepeepa E
~ w
|KRI85 | |192.158.3?.1?1 | |9300 | |inf0 R
R Yoanurs

TTpW pa3pLiBe CEA3N
BOCCTaHaBNWEATE CBAZL ABTOMATMYECKH Yyepes CceKyHa © |1U:UU:UU = | go |23:UD:DU =

MpK BOCCTAHOBMNEHWA MCNONE3I0BATE TONLKD NapaMeTpel NOCNEOHErD COBOUHEHWA

B npouecce padoTsl

[ NpoBepATh CBA3L ¢ CEPBEPOM Kamane 00 CEKyHO, NockinanA coofleHne pasMepom | 128 Gailt

CoxpaHute OTMeHa Crnpaeka

OTkponTe NyHKT MeHio Cucrtema/CoeanHEHMUS....

Ons pegakTupoBaHus BbibepuTe CTPOKY U3 cnncka «MHdopMauna o COeANHEHUAX» U HaXMUTe
KHOMKY «/I3MEeHUTb>».

Onsa co3gaHms HOBOrO CoOeAMHEHUS HAaXMUTe KHOMKY «[lo6aBuTb».

B none «CeTeBoli agpec» ykaxuTte AOCTYMNHbIN CETEBOMN aApec KOMMNbloTepa, Ha KOTOPOM
ycTaHoBneH cepeep QUIK, B none «lMopt» — nopT cepsepa. MNpu paboTe yepes npokcm-cepeep
B JIOKANbHOW CETU ero ceTeBol aapec v NopT YKa3blBAKOTCSA B MYHKTE MEHIO MPOrpamMmMmbl
Cucrema/Hactpounku/CoeanHeHune ¢ MUHTepHETOM... (ONMcaHMe HaCTPOMKN COeaMNHEHUS
yepes NpoKcu-cepsep CM. B . ).

B none «Kniou cepeepa» ykaxute naeHtudumnkaTop knoda cepsepa. NaeHtudukatop
coobuaetca AgmmHucTpaTopoM cepeepa QUIK.

B none «CeTeBoi aapec>» yka3biBaeTca cereBoe uma wau IP-agpec komnbloTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.

HaxxmuTe KHOMKy «[da» ansi COXpaHeHUst UBMEHEHUN UK KHOMNKY «OTMeHa» Ans 3aKpbiTus
OKHa 6e3 coxpaHeHwusl.
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7. [Onsa ynaneHusi HEHY>XHOro CoeAMHEHWUs BblAenuTe ero B cnucke «MHdopmauus
O COEIHEHUSAX>» U HAXMUTE KHOMKY «YAanuTb».

HacTpoiiku aBTOMaTUYECKOro BOCCTAaHOBJIEHUSA CBSAI3U C CEPBEPOM
1. YcraHoBuTe hnaxok «BoccTaHaBNMBaTh CBA3b aBTOMATMUECKM Yepes ... CEKYHA C ... A0 ...».

B Mofie «4yepes ... CEKyHA» 3ajaiTe nepnoa OXuaaHus B CeKyHaax. PekoMeHayeMblin
nHTepBan: 15-60 cekyHA. MMHMManbHbIM MHTEpBanN: 5 cekyHa.

B nonsx «c ... 0o...» ykaxute nepuoa BPEMEHUN, B TEYEHUE KOToporo byaer
[eliCTBOBaTb BOCCTAHOB/IEHNE CBSA3WN. YKa3bIBAETCA CUCTEMHOE BPEMS KOMMbOTEPA
nosib3oBaTens. PekoMeHAyeTcsa HacTpanMBaTh NEPMOA B COOTBETCTBUM CO BPEMEHEM
npoBeaeHns TOproB Ha 6Mpie, Tak Kak Nno 3aBepLIeHNN TOProB cepeep
aBTOMATMYECKM OTKJIIOYAET BCEX MOMb30BaTeNe. B nocneayowme Toproeblie AHN
cBsA3b 6yAeT aBTOMAaTMYECKN BOCCTAHABMBATLCA B Ha3HaYe€HHOE BpeMs.

2. Ecnu dnaxok «lpn BOCCTaHOB/IEHMN UCMNOSIb30BaTb TO/IbKO MapaMeTpbl NOCNeAHEro
coeavHeHus» BKAOYeH (N0 YMOMYaHMIO), TO cneayolee coeAuHeHne yCTaHaBINBAETCA C TEMU
XXe& HacTpomkaMmu, 4To 1 B npeabiayLlen nonbiTke.

Ecnu dnaxok CHAT, TO cneaytollee coeAnHeEHNe yCTaHaBMBaETCs C HAaCTpolikamu,
yKasaHHbIMW B cneayoLlen CTpoke cnucka «MHdopMauma o coegmHeHnsx». ns storo

Heo6X0ANMO YNopAA0UYUTb CINCOK AOCTYMHbIX COEAUHEHWNI C MOMOLLbIO KHOMOK @ n ﬁ
B COOTBETCTBUM C XKelaeMoW o4epeaHOCTbo nepebopa coeanHEeHU. 3Ta BOSMOXHOCTb MOXET
MCNoNb30BaTbCSA AN NOAKIIOUEHUS K CEPBEPY Yepes pasHbiX NpoBaliiepos.

HacTpoiiku MOHUTOPUHIra 3aAepiKeK Ha KaHaJsie CBA3MU

Ecnu yctaHoBneH dnaxok «poBepAaTb CBA3b C CEPBEPOM KaXAble ... CEKYH/A, Nocblnas
coobueHne pa3Mepom ... 6anT», To NporpaMmMma NpoBOAUT PErYAPHbLIA 3aMep 3a4EpPXEK Ha KaHarne
CBSI3W MeXAy CEPBEPOM U K/IMEHTOM, MPU 3TOM 3HAYEHME NO YMOIUYaHMIO (M MUHUMANbHOE
3HaueHune) 30 cekyHA. Pe3ynbTaTbl 3aMepoB oTobpaxatTcsi B «MHDOPMaLMOHHOM OKHE>,

CM. .

DyHKUMS UMeeT napaMeTpbl AN HACTPONKMN:

WHTepBas B CEKyHAaX Mexay OTNpaBKOW COObLEHN, pekoMeHayeMasa BennunHa: «60»;
BeIMYMHa OTNpaBAsSeMoro naketa, B 6antax, pekoMeHayeMas BefnymHa: «128».

1.9.1 HacTpoiika napaMeTpoOB NMoJIy4eHUS U COXPAaHEHUSA [AaHHbIX

MonyyeHune paHHbIX
HacTpolika nonyyeHus AaHHbIX BbINOMHSAETCA Yepes MyHKT MEHI0
Cucrema/HacTtpoiikun/OCHOBHbI€ HAaCTPOMKM..., pasgen «lporpamMma» / «[onyyeHne fgaHHbIX>.

1. <<|/|HTepBa}'I 06HOBIEHNS AaHHbIX C TEKYWHMNM COCTOAHUNEM» — YyNnpaBJieHne NnepnognvyHoCTbio
obHOBNEHMS AaHHbIX B Tabnuue TEKYLWNX TOPros.:

«3anpalwunBaTb AaHHbIE pa3 B ... CEK.» — OaHHbIN NMPpU3HaK NO3BONIAET OTK/HOYNTDL
HEMPEPbLIBHOE NMNOoJTy4YEHUNE AAHHbIX ANA Tabnnubl TeKyLwWwmx Topros. [pn BKAKOYEHHOM
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npusHake nHgopmauuns B Tabnnue ob6HOBNSETCS NepruoamMyeckn Yepes yCTaHOBEHHbIN
MHTEepBan, B cekyHaax. MakcumanbHbIn nepmog ob6HoBneHna — 60 cekyHAa. Mpu3sHak
BKJIOUYEH MO YMOIYaHUIO. 3HAYEHME MO YMONMYaHMUIO: «1>»,

2. «Mpwn nony4yeHnn HOBOro MHCTpPyMeHTa» — ynpasneHune gobasneHneM HOBbIX MHCTPYMEHTOB

B CyllecTBylolmMe Tabnmubi:

«[]o6aBnATb ero Bo BCce Tabnuubl» — ecnn hnaxxoK YCTAaHOBNEH, TO NMPU MOsSIBNEHNNU
B TOPrOBOM CMCTEME HOBOIO MHCTPYMEHTA B KaKoM-Inb6o knacce oH 6yaet nobasneH
BO BCe CyLlecTBylowmMe Tabnuubl, rae oTobpa)atoTcs MHCTPYMEHTbI @aHHOro Knacca,
a TakXxe nobaBneH B CNMCOK MHCTPYMEHTOB, oTobpaxaeMbix B «Tabnuue TekyLmx
TOpro.».

KoTuposkmu

HacTpoiika CMMCKOB MHCTPYMEHTOB AN NONyYeHUst MHpOpMaLMmM No KOTUPOBKAM BbIMOJIHAETCS
yepe3 NyHKT MeHto Cuctema/HacTpoiikn/OCHOBHbIE HAaCTPOMUKM..., pa3aen

«Mporpamma» / «lMonyyeHue gaHHbIX»/<«KOTUPOBKN>».

DoprnpoEaTe cNucok oBHOBNAEMEIX MWHCTPYMEHTOE W N3PaMETPOE:

9] "YMHEIM" 33K330M JAHHBIX (PEKDMEHIYETCR)

@ no EblépEHHblM Knaccam:

[®] Beipate Bee " Knaccos 26/26

EES Anroputm EESZ2 © oTHOCUTEABHBIM CN (s17]

SMS B PeEA WHetpymenTos  4243/4243
VHBECT-NAEM Mapamerpoe 140/140

Kpocc-kypcbl BantoT
ME BantoTa: MHgekcwl
LBCIE T (o T Knacc: MB ®P: T+ Kopn.obauraummn
MB ®@P: A1-OBnurawmn
MB ®P: MHgekce

DUAETP MHCTPYMEHTOE
ME ®P: OGnuraumm (pacy.s EUR) 0 b 5

ME @P: MepenuHoe pasmelteqne (oBauragum) BeiBpano 1757 n3 1757 Hacrpoute...
MB @P: PMC: AT-Akunm 1 nawn

ME @P: T+ ETF [] ®unetp napametpos

ME ®P: T+ Al-Axkuwn, nan w POP

MB ®P: T+ A1-O6auraumn Boibpano 64 ns 64 HactpouTs...

MB ©P: T+ A-Axupn

MBE @P: T+ OBawraunn (pacy.e USD)

MB @P: T+ Man

Onuwoner FORTS w

HacTpoute no oTKpbITbiM TaGauuam CBpocnTe huneTpe!

Coxpanute OTmena

«PopMMpoBaTb CNMCOK MOSIyYaEMbIX MHCTPYMEHTOB M NapaMeTpoB» — HACTpolka obbeMa AaHHbIX,
nony4vaemblix ¢ cepsepa. o3BossSeT OrpaHNYnUTb CANUCOK NMPUHUMAEMbIX AAHHbIX A/ COKpaLleHus
Tpadwmka:

1. «"yMHbIM” 3aKa30M AaHHbIX (PEKOMEHAYeTCA)» — NofyyaTb HOBblE 3HAYEHUSA N0 UHCTPYMEHTaM
U UX NnapameTpam, KoTopble oTobpaxatoTca B Tabnmuax nporpaMMbl, HE0O6X0AUMbIX ANS
pacyeTa MapXuHaNbHbIX NoKasaTenen, NokynaTenbHOW CNOCOBHOCTU, UCMNOMb3YIOTCS
B ckpunTax Lua n QPile, otobpaxatotca Ha rpadukax, IKCNOPTUPYHOTCH B CUCTEMbI
TEXHWYECKOro aHanmsa U UCMosb3yTCs BHEWHUMU MOAKAOYAEMbIMU MOAYSAMMU.
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Cnucok Tabnuu, coaepXX1MMoe KOTOPbIX BMSET Ha Habop MosydaeMblX MHCTPYMEHTOB
N NapaMeTpoB:

Tabnuua TekyLwmx Topros;
Tabnuua n3MmeHeHW NnapaMeTpoB;
Tabnuua ncTtopum 3HaYeHi;
KnueHTckunii noptdens;
Kynute/lNpoaaTb;

Jdocka onunoHoB;

Tabnuua nokanbHbIX ONOBELLEHMI MO napamMmeTpam Tabnumubl TEKYLNX TOPros.

«no Bbl6paHHbIM KflacCaM» — noJjly4aTb HOBbl€ 3HaAa4YeHUA N0 MHCTPYMEHTaAM U UX NapaMeTpaM
no Bbl6paHHbIM B OKHe AaHHbIM. B OKkHe npeacTasnieH CNMCoK, rae C NoMoOLLbIO rasioyek MOXHO
Bbl6paTb K/Slaccbl, NONy4vYaeMblX AaHHbIX. TakXe AOCTyrneH NOUCK.

MyHKT «BbibpaTb BCE» — OTMeEYaeT BCe KnaccChbl / oUnLLaeT BCe.

KHonka «HacTponTb Mo OTKPbITbIM TabanuamM» — HacTPOUTb aBTOMaTUYECKN DUIbTPLI
WHCTPYMEHTOB M NapaMeTpOoB, BbiIOpaB TO/IbKO Te€ MHCTPYMEHTbI U UX NapaMeTpbl,
KoTopble oTo6pa)atoTcs B Tabaunuax, OTKPbITbIX NOSb30BaTeNEM Ha AaHHbIN MOMEHT.
Mpu pegakTMpoBaHMM NOJib30BaTE/NIEM HACTpPoek Tabnuy, HaCTpoku GUNbLTPOB
NMPUHNMAEMbIX AAaHHbIX NU3SMEHATCA COOTBETCTBEHHO.

Mpw BKIIOYUEHHOW HACTPOMKE KPOMEe OTKPbITbIX OKOH YUMTbIBAlOTCA
TaK>ke napameTpbl, Heo6xoauMbie AN pacueTa Map>XUHaJIbHbIX
nokasaTesie U NOKynaTtesibHOW CNOCOGHOCTM.

KHonka «Cbpocutb unbTpbl» — cHpacbiBaeT BCe HACTPOEHHbIE PUNbTPbI N0 KaccaM.

O6uwas cTaTUCTMKa No BCEM BbiI6paHHbIM M AOCTYMHbLIM NapaMeTpaM oTobpaxaeTcs
cripaBa OT CMu1CKa;

KN1laccoB BbI6paHO / KNAaccoB AOCTYMHO — KOJMYECTBO BbIGpaHHbIX / AOCTYMHbIX
KJ1acCoB;

WHCTPYMEHTOB Bbl6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KOAM4ecTBo
BblbpaHHbIX / AOCTYMHbIX NHCTPYMEHTOB;

napaMeTpoB BbibpaHO / NapaMeTpoB AOCTYMHO — obuiee KOIMYeCTBO BblOpaHHbIX /
AOCTYMHbIX MapamMeTposB.

BHYTpU KaXaoro ksiacca HacTpauBaloTCa:

«OUABbTP MHCTPYMEHTOB» — eC/in (P/IaXKoK YCTaHOBJIEH, TO NpMYeM AaHHbIX
OCYLLEeCTBISAETCS TO/IbKO MO BblIGpaHHbIM MHCTPYMeHTaM. Ecnu gnaxok CHAT,
TO NPUEM JaHHbIX OCYLLECTBASEeTCA NO BCEM MHCTPYMEHTaM, AOCTYMHbIM AN
AaHHoro knacca. Knaccol, 1o KOTOPbIM YCTaHOB/IEH PUIbTP MHCTPYMEHTOB,
BbIAENAOTCA CepbiM LBETOM;

«OuNbTp NapamMeTpoB» — ecnn hNaxoK yCTaHOBJIEH, TO NPUEM AaHHbIX
OCYLLEeCTBSAETCS TONbKO Mo BbibpaHHbIM NapaMeTpaM. Ecnu dnaxok CHAT,
TO NpUeM AaHHbIX OCYLLECTBASIETCA NO BCEM NapaMeTpaM, AOCTYMHbIM AN
WHCTPYMEHTOB AaHHOro knacca. C noMoLbio AaHHOro dunbTpa MOXHO
0TKa3aTbCs OT MOJSIlyYeHUs HEUCMOSb3yeMbIX NapaMeTpoB.

CTaTtnctnka no MHCTPyYMEHTaM M napaMeTpaM Bbi6paHHOro knacca otobpaxaertcs
noa punbTpamu.
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CoxpaHuTe HaCTpPOMKK, HaxaB KHOMKY «CoXpaHUTb».

O6e3nnuyeHHble caekun

HacTponka cnncKkoB MHCTPYMEHTOB A5 nosyvyeHuns nHdopmaumm no obesnmyeHHbIM caenkam
BbINOJSTHSAAETCS Yepe3 NYHKT MeHto Cuctema/HacTpoikn/OCHOBHbI€ HAaCTPOMUKM..., pa3aen
«Mporpamma» / «lMonyuyeHne gaHHbIx»/«Ob6e31nYEHHbIE CAENKN».

BeiBpaTe knaccsl WHCTPYMEHTOE:

(] Beibpars ece - Knaccos 2723
[[] EES AnropuTia EES2 € 0THOCUTENBHEIM CIPEAOM
[ WHeecT-naen

[] ME Banwara: Mngekcel

ME ®P: T+ Kopn.oBauraumm

WHctpymentos  1815/4233

[] ME ©P: A1-O6auragmm Knacc: Mb ®P: Unpekce
ME ©P: MHgekcs!
[] ME ©P: O6aunraumm (pacu.e EUR) [ tmnetp wHcrpymerTos

] ME ®P: MNepenuroe pasmewenne (obanraumm)

1 ME ®P: PINC: AT1-Akuan 1 nan

[ ME ®P: T+ ETF

[ ME ®P: T+ Al-Akuwn, nan n PP

1 ME ®©P: T+ Al-O6nauraume

1 ME ®P: T+ J-Akupm

1 ME ®P: T+ Ofanrawme (pacwq.e USD)

[ ME ®P: T+ Man

] Onumere FORTS

[] Ovnpaexa daiince gns oTuetoe v

BeiGpaHo 38 w3 58 HactpouTe...

CépocnTe huneTpel

D HDJ’I)"‘-IETb oBesnnYEHHbIE CAENKW C MOMEHTE NOAKNHYEHNA

I'Iep £33K33aTk AaHHEIE

Coxpanute OTmena

1. <<Bb|6paTb KJ1aCCbl MHCTPYMEHTOB» — MOJZly4aTb HOBble 3Ha4yeHnd No MHCTpyMeHTaM KJ1aCCoB,
Bbl6paHHbIM B OKHe. B OKHe npenctaB/fieH CMCOK AOCTYMHbIX KNacCcoB. TakXe AO0CTyrneH
NMOUNCK.

MyHKT «BblbpaTb BCce» — OTMeYaeT BCe KaccChl / o4mLLaeT BCE KNacchl.
KHonka «Cbpocntb dunbTpbl» — cbpacbiBaeT BCe HACTPOEHHbIE PUNbTPbI.

O6was craTucTMka no BCeM BbI6paHHbIM KnacCaM U MHCTPpYMEHTAaM 0T06pa>|<aeTc;|
cnpaBa OT CMUCKa,

K/laccoB BbI6paHO / KNACCOB AOCTYMNHO — KOMMYECTBO Bbl6paHHbIX / AOCTYMHbIX
KN1accos;

WHCTPYMEHTOB Bbi6paHO / MHCTPYMEHTOB AOCTYMNHO — obliee KonmyecTtBo Bbl6paHHbIX
/ BOCTYMHbIX MHCTPYMEHTOB;

BHYTpU KaXxaoro kiacca HacTpavBaeTcs:

«®UNbTP UHCTPYMEHTOB» — eC/in (D1IaXKOK YCTaHOB/EH, TO NMPUEM AAHHbIX
OCYLLECTBNSIETCS TOIbKO MO BbIOpaHHbIM MHCTPYMeHTaM. Ecnv dnaxok CHSAT, TO Npuem
AaHHbIX OCYLLLECTB/ISIETCA MO BCEM MHCTPYMEHTaM, AOCTYMHbIM A/ AAHHOr0 Kacca.
Knaccobl, o KOTOPbIM YCTaHOBMIEH PUNBTP MHCTPYMEHTOB, BblAENSIIOTCA CEPbIM
LIBETOM.

CraTucTtnka no MHCTpyMeHTaM BbibpaHHOro knacca otobpaxaetcs noa dunbTpamu.

PykoBopacTBo nonb3oBatens QUIK 24
Paspen 1: NMNoaroroBka k pa6ore



2.

«[onyyaTb 06e3/IMYEHHbIE CAENKM C MOMEHTA NOAK/IIOUYEHMS» — HAaCTPOMKa PacCbliIKK
06e31nMyeHHbIX caenok nonb3oBaTento. Ecnm dnaxok yctaHoBMEH, TO MHGOpMaLMs 0 caenkax
noctynaet ¢ cepepa QUIK c MOMeHTa yCTaHOBJIEHUS CBSA3M C cepBepoM. Ecnn dnaxok cHAT
(N0 yMON4aHuo), TO CAeNKM A03aKa3blBAlOTCA C YYETOM MOC/eAHeN CAENKU, UMEIOLEeNCs

B PaboueM mecte QUIK.

«[epe3akasaTb AaHHble» — MPU HaXXaTUKN KHOMKMW yAANSeTCs BCS A0CTyNHas uHdbopMauus

06 obeznnueHHbIxX caenkax (oumwaroTcs Bce Tabnuubl 1 danioBoe XxpaHUULLIE), CAENKU
nepe3akasbliBalTCa C y4eTOM HacTpolikm «lMonyyate 06e3/imyeHHblie cCAelKM C MOMEHTa
NOAK/TIOYEHUNS».

CoxpaHuTe HaCTpPOMKK, HaxaB KHOMKY «CoxXpaHuTb».

I KoMmmMmeHTapum:

CnMCcoK MHCTPYMEHTOB, BbI6paHHbIX MO YMOSIYaHUIO B Ananore cosdgaHnsa Tabnvubl
06e3/TMYEHHbIX CAENO0K, COBMAaAAeT CO CMUCKOM MHCTPYMEHTOB, OTMEYEHHbIX
Nnosib30BaTENEM B AMAIOre HACTPOMKM 3aKasa 06e3/IMYEHHbIX CAENOK.

Mpu aobaBneHnn B Tabnmuy 06e31MUYEHHbIX CAENOK MHCTPYMEHTOB, MO KOTOPbIM

He 3aKa3aHbl 06e31nYeHHble caenku (T.e. MHCTPYMEHTbl He 6blin Bbi6paHbl B guanore
HacTpoekK 3akasa 06e3/IMYEHHbIX CAENOK), AaHHblE MHCTPYMEHTbI aBTOMaTUUYECKHN
[06aBSOTCSA B CNNCOK MHCTPYMEHTOB 419 3aKa3a 06e3/IMYEHHbIX CAENOK.

Ecnu npun cozgaHnm TMKOBbIX rpadukos no Tabnuuye o6e3nmyeHHbIX cAenoK nam
Npyv HAaCTPOMKE 3KCNOpTa TUKOB B CUCTEMbI TEX. aHa/n3a Ha OCHOBaHMKU Tabnuubl
06e3nMUeHHbIX CAenokK rnosib3oBaTesb BbibMpaeT NHCTPYMEHT, N0 KOTOPOMY

He 3aKa3aHbl 06e3/InYeHHbIE CAENMKUN, TO AaHHbIA MHCTPYMEHT aBTOMaTU4eCKH
nobaBnsercsa B CNMCOK MHCTPYMEHTOB A1 3aKa3a 06e3/inyeHHbIX CAeNOoK.

Mo kHonke «[lepe3akasaTb AaHHbIe» He NpeAyCcMOTpeHa aBTOMaTu4yeckas O4YnCTKa
AaHHbIX 455 aKcnopTa ob6e3nyeHHbIX caenok ¢ ucnonb3osaHmem ODBC n DDE.
OuncTka AaHHbIX NPOU3BOANTCA MoOSb30BaTeNeM Bpy4dHyto. llepesanyck pacyeTa
QPILE-nopTdens Takxe OCYyLWeCTBASAETCA NONb30BATENEM BPYUHYIO.

CoxpaHeHue fgaHHbIX

HacTpolika coxpaHeHWs AaHHbIX BbIMOMHAETCS Yepe3 MYHKT MEeHHo
Cucrema/Hactpoiikn/OCHOBHblI€ HAaCTPOMKM..., pasgen «lporpamMmma» / «CoxpaHeHne
AAHHbBIX>»>,

1.

«CoxpaHATb ANS NOoSlyYaeMblX MHCTPYMEHTOB M MapaMeTpoB» — MpuU3HaKu, onpeaenstoline
KONMYyecTBO MHdOpMaunMmn, XxpaHmmoii Pabounm mectom QUIK ans nocneaytowero
MCNONb30BaHMS.

«TONbKO AaHHble, OTpaXkatloLmne TeKyLlee COCTOSIHME» — COXPaHSOTCS nocneaHue
3HauYeHUs1 NapamMeTpos.,

«[laHHble, oTpakatoLme TekyLlee COCTOSIHUE N BCO UCTOPUIO U3MEHEHWNIA» —
COXPaHSIOTCS BCE MPUHATLIE 3HAYEHUA NapaMeTpoB. [JaHHOe CBOMCTBO HEO6X0AMMO
npu MCnosb3oBaHuUM Tabnuubl UICTOPUN 3HaAUYEHUI, Tabnunubl UISMEHEHUS NapaMeTpoB,
NOCTPOEHUSs rpadMKOB Mo 3HaYeHUsaM Tabnmubl TEKYLWMX TOProB, a TakXe aKcrnopTta
OaHHbIX B CUCTEMbl TEXHMYECKOrO aHanmsa, ec/im UX UCTOYHUKOM siBnsieTcs Tabnuua
TEKYLMX TOProB.

«Mony4yaTb NponyLleHHble AaHHbIE» (BNUAET Ha CKOPOCTb paboTbl MPUNOXEHMUSA) —
Nnpu yCTaHOBNIEHHOM (hfiaXkke nporpamMmma nosyyaeT C cepBepa BCe AaHHble C Havana
TOProB 3a 3TOT AeHb. [pU CHATOM laxke NPon3BOAUTCS NMPUEM TOJIbKO HOBbIX
OaHHbIX.
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AaHHOe cBOMCTBO HeobxoanMo, ecnm ncnonbsyerca Tabnuua ucropmnm (n1mb6o
B rpacdmkax mcnosb3yroTca napamerpbl s Tabnauuybl uctropun) nné6o Tabnuuya
U3MeHeHMH 3HaYeHun napameTpoB. Ecam ykasaHHble Tabnauybl

He 3aAeMCTBOBaHbl, pEKOMEHAYeTCA OTKJIIOUYUTb 3TOT (P/1aXKoK Ana
yMeHbleHusa Tpaduka.

2. «OynwaTb AaHHble NOCNEe CMEHbI AaTbI»:

«Ha nokanbHOM MalmnHe» — OYMULLAET B NAaMATU AaHHbIE NpeablayLiein ToproBomn
ceccum cpasy nocse 3anycka NporpamMmmbl, A0 YCTAHOBJIEHUSA CBA3M C CEPBEPOM.
Mcnonb3yiTe 3TOT BapuaHT, €C/iM HET HeobXoa4MMOCTM nMony4vyaTb MHPOpPMaLUIO

0 Toprax 3a npeabiaywmn geHb rnepesg HadasaoM TOPros 3a TEKYLWNA AEHb.

«Ha cepBepe (Npu yCTaHOBNEHMN CBSA3WN)>» — OYMLLAET AaHHblE NpeablayLLen TOProBow
Ceccum npu NosiBJIEHUM Ha cepBepe AaHHbIX, OTHOCSLUMXCS K HOBOW TOProBOW CECCUMU.
Ncnonb3ynTte 3TO BapmaHT, ecnu nHdopMauus o Toprax NpuHUMAETCs yTpoM
cnepytouwero gHs (HanpuMMep, n3-3a CyLeCTBEHHON pa3HMLUbl B YaCOBbIX Mosicax).

1.9.2 HacTtpoiika coeguHeHUs yepes3 NpoKcu-cepeep

Ona opranmsaumm pabotbl cnctembl QUIK 13 nokanbHOM CeTU, MMEKLWEN OrpaHMYeHmne AoCcTyna
B NHTepHeT, ckopee Bcero notpebyercsa HacTponka NpoKCcu-cepeepa agMUHUCTPATOPOM CETHU.
Ecnu cywecTByeT BO3MOXHOCTb YCTAaHOBUTb coeanHeHne 6e3 ncnonb3oBaHMs NpoKCcu-cepeepa,
TO BbIMNOJIHATb 3Ty HACTPOMKY He crepyerT.

1. OTkpouTe nNyHKT MeHtlo Cucrema/Hactpoiiku/CoeanHeHme c UHTEpHETOM....
[ CoeguHenune ¢ MutepHeTom i ]

| Mcnonezoeate NpoKCH - cepeep

Cetesoii agpec 0.0.0.0 Mopr 0

[NpOTOKON B3AUMOAEHCTEHA C MPOKCH - CEPEEPOM

SOCKSE G5 HagHTH$MKAUHH NONE30EaTENA -

HD.BHTHq?HKaLlMﬂ NoNk30E3TENA
SaI'IDaLIJHBaTb KA M N3P0k B NPOUECCE COS0HHEHKA

HuTare WA W Napone 13 $akina HacTpoFkM

Wraa 1 napone

Wras Mapone

[ Oa ]| OrtreHa | LCnpaexa

2. YcrtaHoBuTe pnaxok «Mcnonb3oBaTb NpOKCU-CEPBEP>.

3. B nonsax «CeteBon agpec» u «lopT» BBeAUTe agpec 1 NopT NpoKkcm-cepsepa (coobuaeTtcs
aAAMUHUCTPATOPOM JIOKaNbHOM ceTn). Ero Takxke MOXHO HalTK B HAacTpoMKax Nporpammsl
obo3peBaTens MHTepHeT, HanpumMep ans MS Internet Explorer Hy>HO OTKPbITb MYHKT MEHIO
CepBuc/CBoicrBa 6pay3epa, Bkiaaka «llogknoueHmsa», HaxaTb «HacTpoinka cetn» -

B pasaene «lpoKcu-cepBep» yKasaHbl agpec NpoKCcu-cepeBepa M HOMep nopTa, KOTOpble HYXHO

yKasaTb B HaAcTpoliKax.

B none «Aapec>» yka3biBaeTcsl ceTteBoe uMAa unu IP-agpec komMmnbroTepa,
Ha KOTOPOM ycTaHoBJieH cepBep QUIK.
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4. BbibepuTe UCMONb3YEMbIA TUM COEANHEHUS:

«SOCKS5 ¢ ngeHtTndumnkaumen no MMEHU N Napoa» — ecsin NPoKCuM-cepseep
noaaep>xuneaeT npotokon SOCKS5, n Tpebyetca naeHtTudmnkaumsa nonb3oBaTens.
B aToM cnyyae nma v naponb onsa Aoctyna B VIHTepHeT 6yaeT 3anpawmBaTbCs Ans
BBOZa MOJIb30BaTENIEM BPYUYHYLO, eciin BbiI6paHO ycnoBue «3anpawmBaTb UMS WU
naposb B NPOLECCE COEANHEHUNA», NTMOO OHU ByayT coxpaHeHbl B hans HacTpoek
cucTemsbl, ecnn BbibpaHo ycnoeue «4Ymrtatb MMS M Naposib M3 dakaa HaCTPONKM».,

«SOCKS5 6e3 ngeHTudumkaumm rnonb3oBaTens» — eciin NpoKCM-cepBep NoaaepxXmBaeT
npotokon SOCKS5 n ngeHtudmkauma nonb3oBaTtens He TpebyeTcs.

«CONNECT uepes3 HTTP nopT npokcu-cepBepa» — ecnn npotokon SOCKS5

He NnoaaepXMBAETCs CeEpBEPOM, HO BO3MOXHO UCMOJ/Ib30BaHME KOMaHAbl NpoToKoa
CONNECT. Hmxe npuBeaeHbl NpuMepbl HACTPOMKN A1 MPOKCU-CEPBEPOB,
MPOTECTUPOBaHHbIX Ha BO3MOXHOCTb paboTbl ¢ QUIK:

Squid proxy (TpebyeTcs AononHUTENbHAs HaACTponKa),
MS Proxy (TpebyeTcs gononHUTEeNbHAs HacTponka),
WinGate (HacTpoiika He Tpebyetcs).

«CONNECT uepes HTTP nopT ¢ naeHtudumKaumen no MIMEHN U Napon» — ecnu
npotokos SOCKS5 He nogaep>XnBaeTcsi CEpBepoOM, HO BO3MOXHO MCMNOJSIb30BaHMe
koMaHAabl npotokosia CONNECT, n tpebyetcsa naeHtTudumnkaums nonb3osaTtens.

Nma n naponb ana poctyna B VIHTepHeT 6yaeT 3anpawmBaTbCsa AN BBOAA
Nnonb30BaTesieM BPY4YHYytO0, ecnu BbibpaHo ycnoBue «3anpalimneaTb UMS UM Naposib
B npouecce coegnHeHns», nnbo oHn 6yayT coxpaHeHbl B ail HACTPOEK CUCTEMBI,
ecnu BblbpaHo ycnosume «4mtaTb MM U Naposib U3 danna HaCTPONKU».

UHdopmMmauma pna agMUHUCTPATOpPa JIOKaJIbHOM CeTU NO HAaCTPOMKe NpoKCcUu-cepBepa
Heobxoanmo Bkntountb nopT QUIK (HoMep nopTa coobuwaeTca agMnHUcTpaTopoM cepeepa QUIK)
B CMMCOK MNOPTOB, Yepe3 KOTopble pa3peleHo ycTaHoBneHne SSL-coeanHeHuns.

1.

HacTtpoikun ans Squid Proxy

B danne squid.conf (o6bi4HO 3TO /usr/local/squid/etc/squid.conf) gonkHbl 66ITb Cneaytowme

BkntoueHne 200 (HanpuMep) nopTa B CNMCOK SLL-nopTOoB:

acl SSL ports port 443 563 200
acl Safe ports port 80 21 443 447 563 1025-65535 200

Pazpewuntb ncnonbsosatb Metog CONNECT npu obpallieHnn Ha onpeaeneHHble Bbille
SSL-nopThbl:

acl CONNECT method CONNECT
http access deny CONNECT !SSL ports
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2. Hactpoikun ana MSProxy

Heobxoanmo c noMowbio nporpammbl Regedit M3MeHUTb Ha KOMMNbIOTEPE C YCTAaHOB/IEHHbIM
MSProxy ogunH n3 knw4en B peectpe Windows:

HKEY LOCAL MACHINE/SYSTEM/CurrentControlSet/Services/W3Proxy/Parameters/SSLPortListM

embers

B cnmcok nopTtoB Heobxoanmo nobaBuTb Ucnonb3ayembliii NopT (HanpuMep, 200). Ecnu BkaoyeH
KOHTpONb AocTyna ansa cepsmca «Web Proxy», To ans npotokona «Secure» Hy>XHO A06aBUTb
rpynny «Everyone». B XXypHanax cepBuca 3Th coegmHeHns 6yayT permcTtpupoBaTbCsl Kak

OT MoJib30BaTess «anonymous».

1.10 YcTaHOB/IeHue coeauHEeHUA C cepBepoM

1. HaxmuTe KHOMKY ™2 Ha NaHenn MHCTPYMEHTOB NM60 BbibEpUTE MYHKT MEHIO
Cucrema/YCTaHOBUTb COEAMHEHME.... TaKXKe MOXHO MCMNO/Ib30BaTb KOMOMHAUWMIO KaBuULL
«Ctrl»+«Q».

2. [pwn ncnonb3oBaHUM KpunTonpoBaiaepa MP ¢ XpaHEHMEM CEKPETHOro KJtoua B
Heun3B/ieKaeMoln NamaTu BCTaBbTe KtoUeBon HocuTenb. CoegnHeHMe C CepBEPOM YCTAaHOBUTCSA
aBTOMaTU4eCKMU.

3. [llpu ncnonb3osaHunun kpuntonposanaepoB Qrypto32, MP unn OpenSSL (co cxemomn
ayTeHTMduMKaumMm «B AOMEHE N0 MMEHU U Mapositio» UM MO UMEHU N NAPOJIO») HACTpolTe
napameTpbl coegMHeEHUs B OkHe «NaeHTndunkaums nonbloBatensa»:

WaeHTudnkauma none3ceatena

KRIS5 [192.168.37.171:9500] v

|||-1I‘.Iﬂ NONB30EATENA |

| napone ru |D

| [ 3anomuuTe nma Bxog OTnMeHa

Bbibepute Tpebyemoe coeanHeHune. PekoMeHaaummn no Bbibopy npeanoyTuTenbHOro
COeAMHEHNA MOXHO NOJy4YuTb Y agMUHUCTpaTopa cepsepa cucrtemol QUIK.

MocTtaBnsiemas B ANCTpMbyTMBE KOH(MUrypauus nporpaMMbl COAEPXUT OnpeaeneHHbI
CMMNCOK HAaCTPOEHHbIX coegnHeHni. MNMpun HeobxoaAnMOCTN MOXHO A06aBnATL/yaanaTb
coegnHeHns NMbo M3MeHSATb UX HACTPOWKK (CM. n. ).

Beeante nmsa nonb3osaTtens (login), ykazaHHOe Npu perncrpaummn Kawda, n naposb

K HeMmy. [pu BBOAE OobpallaliTe BHUMaHMe Ha NpaBMIbHOCTL Bbibopa perncrpa
KNnaBuaTypbl MU A3blKa, B KOHLE CTPOKM oTObparkaeTcs 6yKBEHHbIN KOA4 packnaakm

N pexuma BBoga 6yks, Npm HaxaTon knasuwe Caps Lock Ko packnagku
oTobpaxaeTtca nponucHbiMm 6ykBamu (Hanpmumep, RU/EN). YTobbl nokasaTtb / CKpbITb
napofib HAXXMUTE Ha 3HAYOK «rna3» @& / ¥, [Napofb MOXET 6bITb U3MEHEH, noapobHee
CM. B .
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Ecnun BkNOYEH NMpU3HaK «3anoOMHUTb UMS», TO MPU CnefyweM OTKpbITUKX Ananora
none «MMa nonb3oBaTensa» aBTOMAaTUYECKM 3aMNOJIHUTCA NpeabiayLnM BBEAEHHbIM
3Ha4YeHuneM.
3HaueHMe nons «MMa nonb3oBaTesisn>» 3aNnOMMUMHAETCS NPU HaXkaTum
KHONKKN «Bxopg>».

Haxxmute «Bxog». B cnydae ycnewHoro coeguHeHns Ha a3KpaHe rnosaBuTcs
COOTBETCTBYHOLEe coobLieHMe C AaHHbIMM O nMpeabiaywem Bxoae (Aata, spems, IP-
aapec). O BO3MOXHbIX OWIMBKax CM. «CoobLleHuns 06 owmnbkax».

4. lNpwn ncnonb3oBaHuM KpuntonpoBangepa MultiPurpose nnn OpenSSL (co cxemomn
ayTeHTMdumKaumm «no ceptTudurKaTy Nosb3oBaTesNs» ) HAaCTPOMTE NapaMeTpbl COeaNHEHNS
B OKHe «YCTaHOBKa CETEBOro COeAMHEHUS» :

¥CTaHOBKAE CETEBOTC COELUHEHWA e

D-TEST [192.161.26.12:15000] ~

WnepoBaTe gaHHeRE ¢ nomMowemn CE.3H:

| OpenSSL_Provider |

Henonesoeare HacTpoBkK Uz daiina:

| D:\Front_140penSSL_Pr.ini | BT

Eeon OTraeHa Crpaexa

BbibepuTe Tpebyemoe coegnHeHne. PekomeHgaumm no Bbibopy npeanoyTUTENIbHOIO
COoeAMHEHNS MOXHO NOSYYuUTb Y aagMUHUCTpaTopa cepeepa cucrtembl QUIK.

MocTtaBnsiemMas B ANCTpUbYTMBE KOHMUIrypaLmsa NporpamMmmbl COAEPXKUT onpeaeneHHbIN
CMUCOK HAaCTPOEHHbIX coeanHeHni. NMpu HeobXoANMOCTN MOXHO A06aBNATL/yAaNnaTb
coeamHeHns NMbo U3MEeHSATb UX HACTPOMKK (CM. M. ).

HanMeHoBaHue kpunTornpoBanaepa (CUMCTeMbl KpunTorpaduyeckon 3awmThl
MHOpMaUKnn), NCNobL3yeMOoro nNpu wudpoBaHMu, nNponmcaHo B nosne «lWundposaTtb
AaHHble ¢ noMowbio CK3U». B none «Mcnonb3oBaTb HACTPOMKKU U3 danna» yKaxuTte
NyTb U HAMMeHOBaHMe dalina HacTpoek AaHHOro Kpuntonposalaepa nnbo BbibepuTe
dann ¢ NOMOLLbIO KHOMKK «...».

HaxxmuTte «BBoa». B cny4vae ycnewHoro coeaAnHeHns Ha 3KpaHe nossuTcsa coobuieHune
cucteMbl «CoegmMHeHne ycTaHoBAeHo». O BO3MOXHbIX oWKnbKax cM.
«CoobueHnsa o6 owmnbrax».

YTO6bI OTK/IIOUMUTLCA OT CepBEPA, HAXMUTE KHOMKY & HA NaHeNn MHCTPyMeHToB inbo Bbibepute
NYHKT MeHi0 CucTteMa/Pa3opBaTb coeAMHEHME.... TakXXe MOXHO UCMNOoMb30BaTb KOMOMHaLMIO
Knaesuw «Alt»+«Q».

1.10.1 NU3MeHeHMe napons
Onanor nsmeHeHmnsa Naposisd OTKpbIBaETCA:
Mpwu Bbi6Ope NyHkTa MeHi0 CepBUCbl/ U3SMEeHUTb napoJib. [yHKT MEHIO AOCTYyMNeH npwu

yCTaHOBNEHHOM coeauHeHunn ¢ cepeepoM QUIK, ecnun ncnonb3yetcsa kpuntonposangep MP
nnn OpenSSL co cxeMon ayTeHTUMUKALNM <O UMEHWU U NAPOJTO».
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Mo ncreyeHnn cpoka gencreusa napons, nnbo ecnm Ha cepBepe B HAaCTpPOMKax Nonb3oBaTens
BKJIIOUEH NMpu3Hak «TpeboBaTb CMeHbl Maponsa Npu CleaylLweM Bxoae», nocne BBoaa
TeKYLEero MMeHn noJsib3oBaTtesns U napons.

V=menenune napons =
user(]
napob en| O
HOELIM NAPOAb en| o
NOATEEPHIEHNE NAPOS en| O
VEmenums Ormena

B avanore «M3MeHeHne napons» HeobXoAMMO yKa3aTb 3HAUYEHMUS CNeayoLNX NapaMeTpoB:

1. MNMpwu BBOoAe o6pawalite BHUMaHue Ha NPaBUIbHOCTb Bbl6opa perncrpa
KNaBuaTypbl U AA3blKa, B KOHLE CTPOKM OoTO6parkaeTca 6yKkBeHHbIN KOA packlapkKu
M pexxuma BBoAaa 6ykB, npu Ha)xaTtou knaBuwie Caps Lock koA packnapku
oTo6parkaeTca NponUCHbIMN 6ykBamMun (HanpuMep: aHIMUMUCKasa packnagka
C Ha>xaTom knaBuwen Caps Lock 6yaert oto6paxaTtbca 3HaueHneMm «EN>» cnpaBa
B rnoJsie BBoAa NapoJia, a pycckasa packysagka 6es knasuwum Caps Lock 6yaer
oTO6pakaTbCA 3HAYEHUEM «ru»).

2. Y106bI NOKa3aTb / CKPbITb MApOJib HAXKMUTE HA 3HAUOK «rnas» @ /[ #

«MNaposib» — TEeKYLLWNIK Naposib Nosb30BaTenNs;
«HOBBbI Naposib» — HOBbIN Napo/ib NONb30BaTENS;
«MnoATBEpPXAEHNE Naponsi» — NOBTOPHbIM BBOA HOBOIro Napons Ans NOATBEPKAEHUS.

CMeHa Tekylliero napons Ha HOBbIN MPOM3BOANTCA NPU HaXXaTUN KHOMNKN «A3MEeHUTb>».

BAXKHO! NMpu HaxxaTm Ha KHOMNKY «A3MeHUTb>» BbINOJIHAETCA aBTOMaTU4YeckKoe
nepenoakaroyeHue Kk cepsepy QUIK.

1.11 MOHUTOPUHI COCTOAHUA COeAUHEHMUSA

KOHTpO/1b CBA3M C CEPBEPOM OCYLLECTBISETCH HECKOSIbKUMU cnocobamu:

1. UHANKaATOpP COCTOSAHUA COEAVUHEHMUSA C CEPBEPOM PACIMOJIOXKEH B MPaBOM Yy CTPOKU
cocTosiHusA. OTobparkaeT aaTy TOProB, AaHHbIE MO KOTOPbIM NpUHUMatoTcs ¢ cepepa QUIK
(HanpuMep, NpeabiayLUMe TOpru MOryT BbiTh 3arpy>XeHbl C CEpBEPA YTPOM Cleaylowero AHs).
OTcyTCTBME AAThl B MHAMKATOPE 03HAYaeT OTCYTCTBUE NPUHATLIX AaHHbIX. L|BET MHAMKaTOpa
CMMBOJIN3MPYET COCTOSIHUE COEANHEHUS:

3eneHbin — coeguHeHune YCTaHOB/1EHO, AaHHbIE obHoBnAKOTCSA.
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XenTblh — coeiNHEHNE He YyCTaHOBNEHO, AaHHble He 06HOoBATCA (YKa3aHa AaTa

nocnegHero o6HOBNEHMS AaHHbIX).

2. HdopMaLUMOHHOE OKHO 0TO6paXaeT MoJiHbIi Habop CTaTUCTMYECKMX NapaMeTpoB ANs

KOHTPO/A 33 COCTOSAHMEM COEAMHEHUNS C CEPBEPOM. HacTpoika OKHA OCYLLECTBASETCA M3 MYHKTa

MeHio Cucrtema/O nporpamme/NHPoOpMaLMOHHOE OKHO....

B oTkpbiBLIEMCA OKHE HEO6X0AMMO BbI6paTb CMMCOK M OYEepPeAHOCTb NapaMeTpoB,
oTobpakaeMblX B MH(POPMaALMOHHOM OKHe. YCTaHOBNEHHbIN GnaXok «PaclwmpeHHbIn Habop»
nobaBnseTr 4ONONHUTENbHbIE MapaMeTpbl B CIMCOK AOCTYMHbIX NapaMeTpoB:

BrIBEpUTE MHTEPECYHOLIME NapaMETPEI

X

3aronoBOK OKHa | WHdopraumoHHoe okHo

Bepcua nporpammer ~

[ata Toproe JoGaeuTe
Bpema cepeepa
Bpemna nocnegreii sanncn [obGaswTs Bee
Yucno sanucei
MocnegHan 3anuce
Orcraswan sannce YEpate
CoeguHeHne
IP-agpec cepeepa Ounctute
|P-nopT cepeepa

Onncanne COBANHEHNA C CEPE W

Pacwnpentbiil Habop

OTM ena

Bepcwa nporpamms
Bpema nocneaned sanucn
OTCTaBLUIERA 3anKnck
Onucanne cepeepa ﬁh

Cprannsaums
im.

Cnpaeka

Mocne HacTpoWiKM NapaMeTpoB OTKPbIBAETCS MH(POPMALNOHHOE OKHO:

& WhdopmaunonHoe okro EI@
Bepcua nporparmel 6.4.0.115

Bperma nacnenHeR sanyou 11:09:13

OTCcTaewas sanuce 176720

OnucaHWe cepeepa WHdopMauHoHHo-Toproead cictema QUIK
OpraHuWzagma JAO "TectHuBect"'

Tekywee EpemMa 14:10:05

JocTynHble nons MHhOPMaUMOHHOIO OKHa:

Mone

Ha3HauyeHue

Bepcust nporpammbl

MopsiAKOBLI HOMEp BEPCUW MPOrpaMMmbl

[aTa Topros

[aTa npoBeaeHns TOpros, No COCTOSIHUIO Ha KOTOPYIO MOJTyYeHbl
OaHHble

Bpemsa cepBepa

3Ha4yeHune, KOTopoe paccUnUTbIBaeTCs Ha OCHOBE BpeMeHM
nonydyeHna € cepBepa akKTyalJibHbIX AaHHbIX Tabnuubl «Tekywmne
TOPpIrn>, (DOpMaT onpeanendeTca HaCTpOVIKaMM OﬂepaLLMOHHOVI
CUCTEMDI

Bpemsa nocneaHei 3anmcu

Bpemsi nonyyeHus ¢ cepsepa nocnegHen 3anmcu (nopumnm
AaHHbIX). dopMaT onpeaenseTcs HaCTpoOMKaMm onepaumoHHOM
CUCTEMBI
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Mone

Ha3HauyeHue

Yuncno 3anucen

Yncno nonyyveHHbIX C cepBepa 3anucen

MocneaHsasa 3anuncb

Homep nocneagHen nonyyeHHoW 3anumcu

OTcTaBwWwas 3anuchb

Homep nocnegHen noayyeHHOW oTCTaBLlien 3anucu (nocne
06pbIBOB CBSI3U NPOMCXOAMUT BOCCTAHOBIEHNE MPOMYLLEHHbIX
OaHHbIX)

CoeanHeHne

CocTosiHMA: YCTaHOBIEHO/pa3opBaHo

IP-anpec cepsepa

Appec cepsepa QUIK B cetn NHTepHeT

IP-nopT cepBepa

HoMep nopTta anga gocrtyna Kk cepsepy QUIK

OnucaHne coeMHEHNs C CEpBEPOM

OnucaHune coeanHeHnsa B Cnucke AOCTYMHbIX coeAnHeHuM

OnwucaHune cepsepa

Nma cepBepa

Monb3oBaTtenb

NMs nonb3oBaTens (yKasblBaeTCs Npu perucTpaunmn aocrtyna)

OpraHusauus

OpraHusaumsa nonb3oBaTensa (yKasblBaeTCsl Npu perncrpaunm
aocryna)

Tekyuwee BpeMs

Bpems Ha koMnbloTepe nonb3oBaTens. dopmaTt onpeaensercs
HacTponkKaMn onepaumoHHON CUCTEMbI

Bpemsa Ha cBs3u

MpoaonknMTenbHOCTb CeaHca CBA3M C cepBepoM. dopmaTt
onpeaensieTcss HaCTpoMKaMm ONepaLmMoHHON CUCTEMDBI

%
NaeHTudunkaTop ceccmm

YHUKasbHbIA UAEHTUDUKATOP ceccun

*
Koa nonb3oBaTtens

Koa nonb3oBaTtens Ha cepepe QUIK

*
3aHAaTO NamMaTu

3ape3epBMpoBaHO, HE UCMOSb3yeTcs

" MepenaHo coobueHumn

KonnuyecTBo nepeaaHHbIX 3anncem

* o
MNepenaHo Bcero 6aiT

O6wunii 06beM ncxoasiwero Tpaduka 3a ceaHC CBSA3U

* ~
MepenaHo nonesHbix 6anT

MonesHbii 06beM ncxoasuero Tpaduka 3a ceaHc CBA3U

* NepepaHo 3a cekyHay

O6beM pgaHHbIX B 6ainTax, NepeAaHHbIN 32 NOCNEAHIO CEKYHAY

* ~
MpuHATO coobeHnmn

KonMuyecTBo NpUHSITBIX 3anuncei

* o
MPUHATO NONesHbIX 6anT

MonesHbIi 06beM BxoasLLEro Tpaq)VIKa 3a CeaHC CBA3Un

* ~
MpuHaTO BCero 6anT

06w 06bem BxoaswWwero Tpadmrka 3a ceaHc CBSA3M

) lMpUHATO 3a cekyHAy

O6beM pgaHHbIX B 6aTax, NPUHATBIN 3@ NOC/EAHIO CEKYHAY
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MNMone Ha3HauyeHue

* ~ ~
CpeaHsis CKOpoCTb Nepeaaun O6beM nepeAaHHbIX JaHHbIX B 6aiiTax, pasaeneHHblii Ha BpeMs
Ha CBSA3M, B CeKyHAax

* ~ )
CpeaHsisi CKOpoCTb NpueMa O6beM NpUHATBLIX AaHHbIX B 6aiiTax, pasfeNneHHbll Ha BpeMs Ha
CBSI3W B CeKyHAax

* %k o

BpeMsi nocieaHel nposepku Bpemsi nociieaHero BbIMOMHEHMS 3aMepa 3a4epXKN AaHHbIX
koMmaHgon PING. ®opmaT onpenensieTcss HacTpomkamm
onepaumoHHON CUCTEMBI

CBA3N

“* 3apepxka AaHHbIX Npu o6MeHe  T1OCT@AHEE MONyYeHHOe 3HaueHUe 3aAePXKKN AaHHbIX, B CEKyHAAX

C cepBepoMm
k&
CpeaHsis 3aaepxka AaHHbIX CpenHss BeNMYMHa 3a[lePXKN aHHbIX 3a BpeMsi TeKYLUero ceaHca
CBSi3M,
B CeKyHAaX

* ok » Y
BpeMsi MakCUManbHOM 3aaepxkky  BPEMS MOSIBIIEHNS MaKCUMaNbHON 3aAEPXKKN AaHHbIX B TeKyLIEeM
ceaHce CBA3M

XX

MakcuMarbHas 3a4epxKa MakcuManbHas BenyYnHa 3aepXXKu B TEKYLLEM CeaHCe CBA3M,
[aHHBIX B CeKyHAax
*

KoHBepTaLms CUMBOJ/IOB Mpu3HaK KoHBepTaunmn AaHHbIX, nosy4vaembix ¢ cepsepa QUIK
13 koanposku CP866 B koamposky CP1251 Bo3MOXHble
3HaYeHuns:

«[da»;
«HeT»

* o

Mo3numii No AeHbraMm KonnyecTtBo AeHEeXHbIX CpeacTB
* ~

Mo3uuuii MO UHCTPYMEHTaM KonnyectBo MHCTPYMEHTOB
* o o

DbIOYEPCHBIX OrpaHUYEHUN KonunyecTtBo orpaHuyeHunii no dorovepcam
* - v

DblOYEPCHbBIX MO3ULMIA Konnuectso nosnuuin no dbrovepcam
*

TOpProBbIX CYETOB KonnyectBo TOProBbIX CHETOB
b3

3asBoOK KonunuecTtso 3asaBoK
*

Cnenok KonunuectBo caenok
b3

Map)XWHaNbHbIX PSAOB (BCEro; MapameTp cnyxebHoro nonb3oBaHus. NpeaHasHavyeH TONbKO AN
ouepens) COTpPYAHMKOB CnyX6bl TEXHMYECKOW NOAAEPXKKN
b3

MapKepbl pacchiiok MapameTp cnyxebHoro nonb3oBaHus. lNpegHasHayeH ToNbLKO ANs
COTPYAHMKOB CnyX6bl TEXHUYECKON NOAAEPKKU

b3
Oyepenb CepBUCHbIX 3a4auy MapameTp cnyxebHoro nonb3oBaHus. NpeaHasHavyeH TONbKO AN
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Paspen 1: NMNoaroroBka k pa6ore



MNMone Ha3HauyeHue

coTpyaHnKoB Cnyx6bl TEXHUYECKON Noaaep) KM

* .
— paclIMpPEHHbI HAabop AaHHbIX

Xk
- napaMeTpbl NPOBEPKWN CBSA3N C CEPBEPOM, CM. M.

a
3. NHaukatop «lMoe3pn>» =88=
CneBa Ha nNaHenu MHCTPYMEHTOB OTObOpaXkaeTcs aHUMaLUMOHHbIN MHAMKATOP B BUAe
ABMXyLlerocs noesga. [BmxxeHue noesga o3Ha4vaeT NocTynjeHne AaHHbIX C cepBepa.
Ecnn noesa CcTouT, 3HAUYUT, HOBbIE AaHHbIE HE MOCTYNalT, BO3MOXHa npobriemMa cBSA3n
C cepBepoM. Ecnm coegmHeHne He yCTaHOBNEHO, TO NMoe3 4 Ha KapTUHKe OTCYTCTBYET.

1.12 Bepcun KOMNOHEHTOB M MNJIAarMHOB

MeHto Cuctema/O nporpamme/KOMNOHEHTbI...

1.12.1 Ha3HaudyeHue

B Avanore coaepXuTca nHGopMaLnMsa 0 KOMMOHEHTAxX W NnarnMHax UCnosib3yeMol BEpCUM
nporpaMmbil.

1.12.2 dopmat Tabnnubi

Kaxxgaas cTtpoka Tabnuubl COOTBETCTBYET OTAE/IbHOMY KOMMNOHEHTY/NnarnHy. B ctonbuax tabnunubl
oTobpaxkatloTca cneayroume napameTpbl:

Ha3sBaHue nons 3HauyeHue
CocTosHue CocTosHue KOMHOHeHTa/I'IJ'IaFVIHa. B0O3MOXHble 3HaUYEeHUSN:
_ <<3al'py)KEH>> — BKJ/TKOYEH MOJZIb30BATENIEM, 3arpy>XeH TepMUHaAIOM
n pabotaer;
_ «BbIkNlOUYEH» — HEe 3arpyxaetca TEpMUHAZIOM, TaK KaK BbIKJTlO4YEH
nosb3oBaTeNieEM,

«0TKa3» — BKJIIOUYEH MOJIb30BaTeNIeM, HO NMpPU 3arpy3ke TeEpMUHANOM
npousowna ownbka (Hanpumep, KOHYUNUCH JINLIEH3NN Ha cepBepe),
N B TEKYLUNIA MOMEHT OH He paboTaeT

Ha3BaHMe KOMMOHEHTA Ha3BaHne KOMMoHeHTa/nnarnHa

Bepcus Bepcus koMnoHeHTa/niarvHa
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p
Bepcuu KOMNOHEHTOE W NAAMMHOS [—Ehj

CocTodHue HaseaHWe KOMNOHEHTA Bepcua
JarpyseH Dde2Excel_Pr.di 1042
Jarpyser info.exe 710,205
JarpyxeH it dll 2.0.0.2
Jarpysxer lang_res.dll 7.1.0.203
Jarpysed QChart.dll 9.2.0.22
JarpyseH Qetrlsdll 1.4.0.40
Jarpyser QHotkey.dll 1.0.2.3
Jarpyxer QHtmIRep.dil 1201
Jarpysxer QList.dll 27038
Jarpysed Qrdargin.dil 20,412
Jarpywed QPile.dll 5.0,4.92
JarpyseH Qryptodd.dil 5.0.L4
JarpysxeH Qryptod2_Prdll 40,18
Jarpysxer SecProvwdll 4111
Jarpyxed wt_cle.dll 12.0.2.6
Jarpysed uvt_dtcp.dll 12.0.2.6
¥ ZarpyseH qlua.dll 23303

C nomoubo q)na>|<|<a B KOJNIOHKe «COCTOosiIHME» Mosib30BaTes/lb MOXET BKAOYNTb AN OTKIOUNTD
MCnosab30BaHMe onpeaeneHHoro naarnHa. Npu oTKAKYEeHNN NAarnHa ero MeHK yaanseTcs, a OKHa
3aKpblBalOTCA U HE BOCCTaHABJ/INBAOTCA aBTOMaTUYECKN NpU nocneayrweM BKJIKYEHNN.

1.13 O6HOBNEHNE BEpPCUUN NPOrpaMmMmbl

1.13.1 ABTOMaTnueckoe obHoB/NeHUue

Cunctema QUIK nMeeT BCTPOEHHbLIN MEXAHM3M aBTOMaTn4yeckoro o6HoBNEHUS BEPCUN NPOrpaMMBbl.
Mpn coeagMHEHN NpOrpaMMbl KIMEHTa C CEpBEPOM CUCTEMbI MPOU3BOANTCHA CBEPKa MOAYEN
nporpaMMbl U UX BEPCUIN Ha KOMMbIOTEPE K/AMEHTA C 3TallOHHOW KOHpUrypaumen, pasMeLleHHon
Ha cepsepe.

Mpun obHapy>XeHUn Ha cepBepe HOBbIX MOAYNEN NporpaMmMma npeanaraeTt Npou3BecTn UX NpuUeM
N ycTaHoBKYy. TakuMm obpasom, ans obHoBNeHUs nporpaMmMbl HeT HEO6XOAMMOCTWN yCTaHaBNMBaTb
3aHOBO NporpamMmy m3 Anctpubytuea, 4OCTAaTOYHO NOAYUUTb O6HOB/IEHHbIE MOAYNM N NO3BOSIUTL
cucteme QUIK yctaHOBUTBL MX. [ANs 3TOro HaXXMmTe KHOMKY «lpuUHATb dhannbi».

Mocne 3arpy3ku ainoB Ha KOMMNbIOTEP K/IMEHTA Ha 3KpaHe NOSIBUTCA NpeanoXxeHue
nepesanycrutb NporpaMmmy, 4Tobbl 3anmncatb HOBble dalifibl B3aMeH NpeXHUX. HaxMute KHONKy
«[la». MNocne o6bHOBNEHMS NporpaMMa NpeasoXuT BOCCTAHOBUTbL COeAMHEHME C CEPBEPOM M CHOBA
rotoesa K pabore.

I Ana o6HOBNEHUsA NporpaMMbl Nepesarpyska KoMnbloTepa He TpebyeTcs.
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B0O3MOXHOCTb aBTOMaTUYECKOro 06HOB/IEHUA BEPCMM NPOrpPaMMbl MOXKET ObITb OTK/THOYEHA.
Ons aToro Bblibepute NyHKT MeHto Cuctema/HacTtpoinkn/OCHOBHbIE HAaCTPOMWKM..., pasaen
«[porpamma», cHUMUTE naxxok «O6HOBNSATL BEPCUIO MPOrpaMMbI».

1.13.2 3anyck O6HOBIEHUA BPYUYHYHO

O6HOoBIEHME BEPCMWN MPOrpaMMbl MOXHO 3aMyCTUTb BPYYHYHO, BbiIOpaB NMyHKT MEHO
Cucrema/0O nporpamme/lNpoBepntb 06HOBJ/IEHNE NPOrpaMmbl.

1.14 NonyueHue pannos

MexaHn3M 06HOBNEHNSA BEPCUM NPOrpaMMbl MOXET 6bITb MCNONb30BaH ANS nepefayu

OT aAMUHUCTPATOpa CUCTEMbI ee MoJib30BaTeNsM pas3nuyHbiX dannos. [na 3TOro B MeHKo
nporpamMmbl Cuctema/MonyuyeHmne palnoB.... NpesyCMOTPEHbI cneumanbHble dhannosble
obnactu.

& TMonyyenwne Gainnos [iE-J

Painoean obnacTe

Musnan KomnaHmm Ohwan @ Mporpamma DBHoEMTE

A dhakina Pazmep  MoaydeHo Hoeasa eepoda Tekylaa sepcna CocToAaHKe

Brero 3 dhaiinos 10666291 BaAT BelaeAnTs Bce

Beigeneno I daknoe 0 Bair CHATE BRIGENEHME

TeryLUMA dakn Brero
MpuHATo BanT %
BaiT CropocTe falT/c

s
BpemeHn saTpadero

MpHHsTE Daiiel | Bpemenn ocTanoce

MpekpaTuTe NpKem Jakpeme Cnpaska

1.14.1 Ha3HaueHue pannoBbix obnacreun

«JIn4yHas» — ans pasMeweHns 4OKYMeHTOB 1 dhaliaoB, NpeaHa3Ha4YeHHbIX TOIbKO AaHHOMY
nonb3oBaTento (HanpuMep, otdyeTbl 6pokepa). MpuHATbIE daisibl HaKanNAMBAOTCA B nanke
FILES\PRIVATE pa6ouen aupektopmumn QUIK.

«KoMnaHum» — Ansa pasMelleHns AOKYMEHTOB U (anios, npeaHasHadeHHbIX AN COTPYAHUKOB
KoMnaHun. MpuHatele dainbl HakannmeatoTca B nanke FILES\COMPANY pa6ouelt agupektopumn

QUIK.
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«Obwasn» — onga pasMeweHms anaoB n 4OKYMEHTOB 06LEero nosb30BaHMsl, TakKMX Kak
pernamMeHT okasaHusa ycnyr 6pokepa, Tapudbl, AOKYMeHTaumsa K nporpamme. MNpuHaTtbie dannbl
HakanameatoTcsa B nanke FILES\PUBLIC pa6ouen gnpektopumn cncrtembl QUIK.

«[porpamma» — anst 06HOB/IEHUS BEPCMWN NPOrpaMMbl.

HaxaTtne kHomnkn «O6HOBUTL» MPUBOAUT K NMOBTOPHOMY 3amnpocy COCTOSIHUA dainnoBoi obnactu.
Ncnonb3yiiTe ee, ecnv oXxunaaeTe pasMelleHns Kakoro-nm6o daina aaMMHNUCTPATOPOM.

1.14.2 Ha3HaueHue nonei cpamnoBbix obnacrem

«Nmsa danna» - numa danna.

«Pa3smep» - pa3mep daiina B banTax.

«lMony4yeHo» — pa3Mep NOJy4YeHHOM YacTu daina, B banTax.

«HoBas Bepcus» — Bepcus dainna Ha cepBepe.

«TeKkyLwwasa Bepcus» — epcusa danna Ha KOMNbOTEpPe KJIMEHTa.

«CocTosiHMe» — coCTosHMe npmema (ecTb, HeT, ycTtapen, naet npueM, nNpuHNT).

1.14.3 Mpuem danna

YT06bl NPUHATE pann, HY>KHO BblIbpaTb €ro HaXxaTmeM NeBON KHOMKWU MblwK. BeibpaHHble dannbl
NOMeyaloTCsa KpacHbIM LBeToM. Monsa «Bcero» n «BblaeneHo» nHMOpPMUPYOT O KonnvecTse
AOCTYMHbIX N 3aKa3aHHbIX K MOSYYEHUIO AAHHBbIX.

Haxxmute kHonKy «[MpuHATL dannbl» ang nonydyeHusa dannos. Pasgensl «Tekywun dann»
n «Bcero» otobpaxatoT COCTOSHME NpuemMa AaHHbIX. Npouecc NonyYeHns 3aBepluaeTcs
aBTOMATMUYeCKW, MO3TOMY MOXHO 3aKpbITb 3TO OKHO HaXaTUeM KHOMKWU «3aKpbITb».

Mpn Heo6XO0AMMOCTN MOXHO Bbl3BaTb OKHO «[onyyeHne dannos» M3 MEHIO NpOrpaMmbl

N OCTAHOBUTb NPUEM HaXaTUEM KHOMKK «lpekpaTuTb npuem».

Mpoueaypa nonyyeHusn ¢aisos ocyuwecrBnaercs B OHOBOM peXXKMMe U He BauseT
Ha onepaTUBHOCTb NoNyYyeHusa 6uprkeBo MH(popMaLMm BO BpeMs TOPros.

OpaHako, Npu pa6oTe No KaHaJlaM CBSAA3U C HU3KOW NPONYCKHOW CNOCOBHOCTbIO
NpoLIeCC MOXKET 3aHATb AOCTAaTOYHO MHOIro BpeMeHu. B Taknx cny4dyasax
peKkoMeHAyeTCAa NpousBoaAnTb nony4vyeHue cannos nnbo nepen HavyasioM TOProsou
ceccun, nnbo nocne ee OKOHYaHUA.

AAMMHUCTPATOP CUCTEMbI MOXXET BBECTU OrpaHMYeHMne Ha Nnepuoa BpeMeHu

B TeUEeHMe CYTOK, Koraa Bo3MO>XHO nosnydyeHue painos.

PykoBopacTBo nonb3oBatens QUIK 37
Paspen 1: NMNoaroroBka k pa6ore



Mpuno)xxeHue 1. CoobuweHnn 06 owumnbkax

Own6KkM Npu BBOAE MMEHU U Napons

1.

«®ann c knvYaMmnm He HanageH»

Mporpamme He yganocb obHapyxuTb dann c KN4YamMu, ykasaHHbll B qrypto.cfg. Ecnn
KJIOUM XPaHSATCS Ha K/O4YeBOM HocuTene, ybeamtecb, YTO OH BCTABJ/IEH B KOMMbIOTEP.

Ecnun kNoum XpaHATCSA He Ha KA4YeBOM HocuTene, ybeamtecb, YTO OHM AOCTYMHbI A5
YTeHUS Mo agpecy, ykasaHHOMY B pa3saene «[porpamma» / «llndpoBaHmne» nyHkTa
MeHto nporpammbl Cucrema/Hactpoiikn/OCHOBHbIE HAaCTPOMUKM....

B OTKpbIBLIEMCS OKHE HYXXHO Ha)kaTb KHOMKY «HacTpoMKM Mo yMOAYaHUIO» U HANTH
cTpokn «®aiin ¢ nybanyHbeiMn KaoyYamm» n «dann ¢ CEKPETHbIMKU KoYamm». Ecnm atu
CTPOKM He yKasaHbl, TO cMcTeMa Mo yMOA4YaHUo uweT dainbl C KIao4YaMn Ha gmcke A:.
MyTb K dhanny He Ao/KeH coaepxxaTb NpobenoB U pyccknx 6ykB. MI3MeHATb 3TH
HaCTPOMKMN MOXHO TONIbKO MpU OTCYTCTBUU coeanHeHnsa ¢ cepsepom QUIK.

MoBpexaeH K4YeBOn HocuTenb NMb6o dain ¢ kavamm. Mcnonb3oBaHWe Ko4a
HEBO3MOXHO, HEO6X0AMMO 3aHOBO CO34aTb W 3aperncTpupoBaTh Ha cepBepe Koy
pocryna.

«Kntou cepeepa nnm nonb3oBaTens He HalaeH»
B danne nybnnuHbeix kntoden pubring.txk otcyTcTByeT nybnnyHbIN KOY cepBepa
C naeHTndrKaToOpoOM, YKasaHHbIM B HACTpOMKax BbIBpaHHOro cCoeanHEeHMs.

B danne cekpeTHbix Kto4en secring.txk oTcyTCcTBYeT CeKpeTHbIN K/toY Nosib30BaTens,
COOTBGTCTBytOLLI,VIVI BBEAEHHOMY UMEHMN.

«Owunbka BBOAA-BbIBOAA NMpu obpalleHun K danny c Knodyamm»

Owunbka obpalleHuns K danny ¢ kaovamu. Bo3MOXHO, 3anpelleH A0CTyn K danny.

«YKa3zaHo HeBepHoe uM4A dalna ¢ Knrvamm»

B danne HacTpoek grypto.cfg ykazaHo HeBepHoe umsa danna.

«HeBepHbIN KoY B danne ¢ Knoyamm»

OAVH U3 KJloYen AoCTyna, yKasaHHbIX B danne qrypto.cfg, nmeet HeBepHbIi dopmaT
nnbo nospexaeH. Heob6xoanmo co3paTh M 3aperncTpupoBaTh KOUYM 3aHOBO.

HesepHbin naponb (Wrong password)
BBeaeH HeBepHbIA Naponb. YA0CTOBEPbLTECH, YTO Nap0o/b BBOAUTCS NpPWU NpaBUiIbHOM
perucTpe 1 a3blke, 1 NOBTOPUTE BBOA.

«Owmnbka wundposaHmsa N ...»
Mpomnsowna owmnbka wudposaHuma. MNMpu NosBNEHUN faHHON ownbKM oTnpaBbTe

CHMMOK 3KpaHa (screenshot) B Cnyx6y TexHunuyeckon nogaepxkm QUIK -
quiksupport@argatech.com.
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OwWn6KN NpU YCTAaHOBJIEHUU CBA3U C CEPBEPOM

1.

«CoeiIMHEHWE YCTaHOBUTb He yaanocb»

YKasaHHble B napameTpax coeamHeHus IP-agpec n nopT AOCTYMHbI C KOMMbOTEpa,
Ha KOTOpOM 3anyuieHo Pabouee mecto QUIK, Ho cepBep QUIK c TakmMmm napaMmeTpamu
He 3anyweH. ObpaTtutechk K aaMUHMUCTpaTopy cuctembl QUIK.

B 6a3e cepBepa QUIK He HaliaeH nonb3oBaTeNlb C yKa3aHHbIM K/lOUOM, obpaTuTech
K agMnHucTpatopy cmctembl QUIK.

«Connection refused» (CoeanHeHne OTBEPIrHYTO)

YKasaHHble B NapaMeTpax coeanHeHus IP-agpec v nopT AOCTYMHbI C KOMMObKOTEPA,
Ha KOTOpoM 3anylweHo Pabouee mecto QUIK, Ho cepBepoM QUIK He obcnyxuatoTcs.
O6patuTtech kK agMuHucTpaTtopy cucrembl QUIK.

«No Route to Host» (HeT BO3MOXHOCTU MNOAKOYEHUSA K CEpPBEPY)

YKasaHHble B napameTpax coeamHeHusa IP-agpec n nopT HeAOCTYMHbl C KOMMNbOTEpa,
Ha KOTOopoM 3anyleHo Pabouee mecto QUIK. O6paTtutech K CBOEMY aAMUHUCTPATOpPY
CeTn ANs HacTpoKkn coeanmHeHus ¢ cepeepom QUIK.

«You already work in system» (Bbl yxe paboTaeTte B cucreme)

CepBep He gonyckaeT OAHOBpeMeHHY0 paboTy ABYyX nofib3oBaTtesnielt C OANHAKOBbIMU
KnYamm goctyna. Ecnu Takoe coobuieHne nosyvyeHo npy BOCCTaHOBNEHUU
coeanHeHusa nocne obpeiBa (Hanbonee BEPOATHO NMPU MOAEMHOM COEAUHEHUN),

TO AOCTaTOYHO MOBTOPUTb MOMbITKY Yepe3 HECKO/IbKO CeKYHA, Koraa cepsep
npekpaTut 06paboTKy npeablaywero CoeAnHeHUS.

Ecnu coobluieHne nosyyeHo npu nepeBoM ceaHce CBA3M C CEpBEPOM, 06paTUTECh
K aAMUHUCTPATOPY CUCTEMBI.

«License expired» (Cpok NMLUEH3UN UCTEK)

NcTek CpoK AeNCTBUS TULEH3NM Ha NMosib30BaHMe TepMuHanoM cuctemol QUIK.
O6paTtuTtech K agMuHUCTpaTopy cepsepa QUIK gna npoanerHus gocryna.

«Access locked by administrator» (JocTyn 3abnoknposaH agMUHUCTPATOPOM)

Monb3oBaTenbCckas yyeTHasa 3anucb nmbo ip-agpec 3abnokmpoBaHsbl
aaMunHucTpatopoM. ObpaTtuTech K agMmMHUCTpaTopy cepsepa QUIK.

«Protocol error» nnn «Outdated protocol version» nnn «Incorrect protocol version»
nnn «Unsupported protocol» (HecooTBeTcTBylOLWas Bepcms NpoToKoa)

CepBep He nogaepxusaeT paboTy ¢ paboumMM MeCcToM KNMeHTa AaHHON BepCUu.
Crapeble Bepcumn pabouero mecta QUIK coBMeCTMMbl C HOBbIMW BEPCUSIMU CEPBEPHOM
YyacTu, 04HaKO COBMECTUMOCTb HOBbIX BEPCUI KIIMEHTCKOro TepMnHana

C NpeabiaywmMmn BepCcusaMmn cepeepa He rapaHTupyeTcs.

Ucnonb3yinTe aBTOMaTUUEeCckoe o6HOBIEHME BEPCUM NPOrpaMmbl (NMYHKT MEHIO
Cucrema/O nporpamme/lMNpoBepntb 06HOBJIEHME NporpaMmbl). B 3ToM cnyuae
COBMECTMMOCTb Bepcuin obecneveHa.

8. «Unknown provider» (Hen3BecCTHbIi KpunTonpoBanaep)
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HacTponku cncremsbl WnN@poBaHMS NPOrpamMmMbl KIMEHTA HE COOTBETCTBYIOT
npuUMeHsieMbiM Ha gaHHoM cepBepe QUIK. M3aMeHuTe HaAaCTpPOMKN B COOTBETCTBUM
C pekoMeHaaumaMm agMMHUCTpaTopa cepeepa.

9. «Certificate parts corrupted» (CepTudunkart nospexaeH)

HeB0O3MOXXHO MCMNO/b30BaTb AAaHHbIN cepTUdMKaT NOACUCTEMbI KpUnTorpadunyeckom
3aWwmnTbl MHGopMaumn. ObpaTmTech 3a NMOMOLLbLI K agMUHUCTPATOPY cepBepa.

10.«User not found» (lMonb3oBaTenb HEe HANAEH)

Mpun SSL-aBTOpM3aUMKM He HalaeH nosb3oBaTenb. ObpaTuTech 3a NOMOLLbLO
K agMUHUCTpaToOpy cepsepa.

11.«Error while context creation»

Owwnbka B npouenype ayteHTudukauum. Coobmte 06 owmbke agMMHUCTPATOPY
cepBepa C yKa3zaHMEM MCNO/b3YEMON CUCTEMbI KpunTorpaduyeckon 3awmTsl
nHdopMaunm.

Ownbku npm paborte c nporpaMmMomn
1. «Connection timed out» (CoeanHeHue pa3zopBaHoO)

CoeaviHeHMe nNpepBaHO M3-3a MNJIOXOr0 KayecTsa CBA3W. YCTAaHOBUTE CBA3b CHOBA.
Ecnn pa3pbiBbl CBA3M CNy4arloTCcs 4acTo, MPOKOHCYIbTUPYNTECH C aAMUHUCTPATOPOM
cepsepa QUIK HacueT npaBU/IbHOCTN HAacTpPOeEK CUCTeMbI M BbibOpa npoBanaepa.

2. «Connection reset by peer» (lMoTepsHO coegnHeHMne C cepBepomMm)

CoeauHeHMe C cepBepoM NnoTepsiHo. MonblTalTech YCTAaHOBUTL CBA3b CHOBA.
Mpoun3oLwno aBToMaTMUYeCKoe OTK/IIoUYEHNE MONb30BaTeNei N0 OKOHYaHMM TOProB.

3. «HeB03MOXHO 3anmcaTb HAaCTPOWKK coeanHeHns B dalin HaAcTpoek <nyTb K danny>info.ini»

®ann nMeet atpmbyT «ToNbKO ANa uteHus». Ybepute sToT aTpnbyT y danna.

MNMonb3oBaTeNlb HE UMEET MpaBa Ha 3amnucb B AUPEKTOPUIO, FAe YCTaHOB/EHA
nporpamMma. MNonpocuTe CUCTEMHOrO aAMUHUCTPATOpPa PaspeLlnTb 3anncb B YKa3aHHYIO
ONPEKTOPUIO.

dann 3aHaT gpyron nporpammon. Ybeautech, 4to daiin info.ini He OTKPbIT B KaKon-
nnbo nporpamMMe, HanpuMep, TEKCTOBOM pedaKTope.

4. lporpaMMa 3anycKaeTcsl, HO 3aTeM BblAAeT OWNBKY N NpeKkpallaeT paboTy

Mpounsowno HapyLweHne LesoCTHOCTU NPUHATBIX AaHHbIX. HeobxoamMMo yaanutb dain
info.log n3 gupekTopun ¢ yctaHosaeHHomn cuctemon QUIK m 3anyctuTb nporpammy
3aHOBO.

Mpon3sowno HeKoppekTHoe 0bHOBeHWe BepcuMn nporpammbl. Heobxoammo
BOCCTaHOBUTb Npeablayliee CocTosHne cmctembl. B pabouen gupektopumn cmctemsl
QUIK HanguTte anpektopuio «BACKUP». B Hel pacnonoxeHbl noaanpekTopmm

C nMmeHamn popmata <AOAMMITTT>, roae <A44> - uncno, <MM> - mecsy, a <ITTr> -
rog gatbl o6HOBNEHMS. Boibepute AMpEKTOpPUIO C gaTol nocneaHero obHoBAeHUs

N ckonupymnTe BCe hainbl n3 Hee B pabouyto anpektoputo QUIK, nocne yero
3anycTuTe NporpaMMy 3aHOBO.

Mpounsowen cbon B pabote cuctembl. ObpaTtutechk K agMmMHMUcTpaTopy cuctembl QUIK.
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MpunoxxeHue 2. NMNpuMmep nonyuyeHus ceprudpukara
yepe3 web-nHtepdenc yanocrosepsouiero LeHTpa

1. OtkpounTte Internet Explorer (koppekTHas paboTa no nony4vyeHuio ceptudurkaTa rapaHTMpoBaHa
TONbKO B AaHHOM 6pay3epe).

2. BcraBbTe B CTPOKY aapeca CCbIJIKY, NOJy4YeHHY0 oT 6pokepa. B OTKpbIBLWIEMCS OKHE A/
BbibOpa 3a4a4y OTMETbTE rasioMKamMy 3HaYEeHUs!, YKa3aHHble Ha CKPUHLIOTaXx:

[ EN Anrnmincranis (CHIA) 2
a@lé‘ http:// pe-vber-old/ Certsry/ 0 - & X |[ @ Microsoft Certificate Services ‘ |
% Haiii: [ na_al | Hasaa Janee |[F) Mapamerper ~ |
Microsoft Certificate Services — VBer Test CA Home
Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able

to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.

Select a task:
@ Retrieve the CA certificate or certificate revocation list
© Request a certificate
© Check on a pending certificate

- — ——— —— e EN Ancniickait (CILA) 7)Cnpaska o

a‘. )@ witpu/pe-vher-old Cetsn/certcarcasp £ - & X || @ Microsott Cericate serviees x || G

% Haitru: | na_all | Hasag fanee | 7] Napamerpur ~ |

Microsoft Certificate Services — VBer Test CA

Home

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this certification authority.

It is not necessary to manually install the CA certification path if you request and install a certificate from this certification authority, because the CA
certification path will be installed for you automatically.

Choose file to download:
CA Certificate:

© DER encoded or © Base 64 encoded

Download CA certificate
Download CA certification path

Download latest certificate revocation list
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Ceptudurar
lt

OBwme |CocraB | MyTe cepTMdMKaLMM|

2 g CeenexHun o cepTudmKaTte |

371oT ceprndMKaT NnpegHasHavYaeTca ona:

* BCe NOAMTHKK BblAE4M I
| * BCe NOAMTHKKA NPMMEHEHWA

Homy BBIgaH: VBer Test CA
Hewm Boigan: WBer Test CA

Aeitcteurenen ¢ 26, 11, 2012 no 27, 11, 2014

[YCI'EHOBHTI: CEpTHCbMKET. - ] 33ABNEHWE NOCTABLULMKS

MogpobHee o o

|

YcTaHoBUTE cepTUdMKaT YAOCTOBEPSIIOLLEro LeHTpa C MOMOLbo MacTepa MMNopTa
cepTndunKaToB, BbibpaB XpaHunue «[1oBepeHHble KOPHEBbIE LLEHTPbI CeEpTUDUKALNN>.

CepTuduKaT yAOCTOBEPSIOWEro LeHTpa yCTaHOBEH. [lanee ycTaHOBUTE cepTUdUKAT KIMEHTa:

. — ————— et s [ P ST
a@kg https//pe-vber-old/ Certsrv/

L-rox H (& Microsoft Certificate Services
| Hasaa Janee | (7] Napamerper =

> Haiiru: [ na_all

Microsoft Certificate Services — VBer Test CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or other secure program. Once you acquire a certificate, you will be able
to securely identify yourself to other people over the web, sign your e-mail messages, encrypt your e-mail messages, and more depending upon the type of
certificate you request.
Select a task:

© Retrieve the CA certificate or certificate revocation list

® Request a certificate

© Check on a pending certificate
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OTMeTbTe rasioukamMu 3HaveHus, YKa3aHHbl€ Ha CKPUHLWIOTAX:

[ 5

3 Haiim: | na_all

P B e e ——— ————
)[@ hitpy/pe-vber-old/ Certsrv/certrqus.asp

p-cx ” (& Microsoft Certificate Services *
| Hasaa flanee |[[7] Napamierper =

- —

EN Anrnwiicionin (CHIAY 7

Microsoft Cerlificate Se

— VBer Test CA

Choose Request Type

Please select the type of request you would like to make:

© User certificate request:

Web el

cate
E-Ma fi

© Advanced request

T o — — —— e ————
el: w‘@ htp://pe-vber-old/Certsrv/certrqad.asp P-Cx H & Microsoft Certificate Services %

| Hasaa flanee |[[7] Napauerper +

-— —

EN Avrnwitcendt (CIIA) 2)
3 Haiim: | na_all

Microsoft Certificate Services

- VBer Test CA

Advanced Certificate Requests

You can request a certificate for yourself, another user, or a computer using one of the following methods. Note that the policy of the certification authority
(CA) will determine the certificates that you can obtain.

© Submit a certificate request to this CA using a form.

@ Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request using a base64 encoded PKCS #7 file.:

© Request a certificate for a smart card on behalf of another user using the Smart Card Enrollment Station.
You must have an enrollment agent certificate to submit a request for another user.
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e.. )@ hitpy//pe-vber-old/Certsrv/certrqu.asp

R-ocx H (& Microsoft Certificate Services
| Hasaa Aanee |[7] Napamerpe ~

EN Anrawicxmi (CLUA) 7) Cripaska

N o
{2
% Harimw: [ na_l

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

Base64 Encoded
Certificate Request
(PKCS #10 or #7):

<«
Browse for a file to insert.

Additional Attributes:

Aftributes:
<

B LaHHOM OKHEe HaXXMUTe KHOMKY Browse n ykaxute nyTb K chOpMUPOBAHHOMY 3anpocy
Ha cepTudukart. B cnyyae ecnm 6pay3sep coobuiaeT 0 HeAONYCTUMOCTU NOAOBHOro AencTBmS

n3-3a coobpaxeHunit nonnTnkm 6esonacHoCcTn, To cogepxumoe dairna 3anpoca Ha ceptTudumkaT
MOX>HO MNPOCTO CKOMNWMPOBATb B COOTBETCTBYHOLLYIO (DOPMY:

EN Anrnwiacioan (CLIA) 2 TCrpaska
| Hazza Zanee | (7] Nepamerper ~

% Harimw: [ na_all

Microsoft Certificate Services — VBer Test CA

Submit A Saved Request

Paste a base64 encoded PKCS #10 certificate request or PKCS #7 renewal request generated by an external application (such as a web server) into the
request field to submit the request to the certification authority (CA).

Saved Request:

PochUXhvx+vI9H0JD]1+ZaAzP{VgixAFusSLlawBle «
SIr9HbfgrbDXz0xibrkr PGugNSRWMGaMQ4QRIOLA
Base64 Encoded hgOtFXSbPBYHP/8FP1gBgXuk8rmég2TS61p8UL3n
Certificate Request
(PKCS #10 or #7). QUEST--—-—

N

P [ m | »
Browse for a file to insert.

Additional Attributes:

Affributes: i
4 »
Submit >
EN Arrsmitcki (CLIA) 2
ef )| @ hitp/tpe-vber-old Cersrvcetinsh.asp P - & % || @ Microsoft Certfcate Senvices 0 1y &8
% Haiiru: [ na_all | Hasaa Menee |[7] Napamerps ~
Microsoft Certificate Services — VBer Test CA

Certificate Issued

The certificate you requested was issued to you.

@ DER encoded or © Base 64 encoded

g Download CA certificate
Download CA certification path

B nosiBuBWeMcs okHe BbibepuTe «Download CA certificate», nocne yero ceptudmkar
6e3onacHocTM 6yaeT coxpaHeH B yKa3aHHOM MoJib3oBaTeNleM MecTe.
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